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I’M WELL AWARE that I have talked about the
theme several times before in this journal. Nev-
ertheless, I’'m going to do it again. This time in
2.0-version. Managing risks is core to our business,
and even more important: Together with you.

Customer expectations are rising in every as-
pect, and the impact to us is indisputable. With
this in mind, we recently launched several initia-
tives to further strengthen our services towards cli-
ents worldwide.

We are known in the market as the insurer who
goes into partnership with our clients, to find the
best solutions together. This is about the insurance
solutions we provide, how we service you, how we
match your needs, and how we continuously have
a dialogue with you on how risks are changing.
That’s why we now have '"Managing risks together
2.0" as the focus of our new direction.

New technology and production methods affect
which risks we insure in the future. For example,
when car parts can be 3D printed within weeks,
there is no need for long hauls from factories in
Central Europe or Asia. This has impact on our in-
surance covers. We do not know how fast this de-
velopment will happen and how complex the
changes in different industries will be, but we will
use our eyes and ears to follow the market.

We will cover the risks of the future and make
things easier for you by providing seamless, digital
and global services.

And maybe most important, you will notice by
getting even better service.

POUL STEFFENSEN
Head of BA Industrial, If
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A CalFire helicopter
makes a water drop
on still smoldering
remnants of Blue
Cut Fire on the
hilltop ridges

along Hwy 2 in
Wrightwood.

Spent $1.8 billion fighting wildfires

CALIFORNIA STATE AGENCIES spent
nearly $1.8 billion fighting the fierce wild-
fires that killed dozens of people and de-
stroyed thousands of homes and business-
es last year, according to Insurance Jour-
nal. “The 2017 wildfire season in Cali-
fornia was nothing short of catastroph-
ic,” said Mark Ghilarducci, director of the
Governor’s Office of Emergency Services.
A series of fires killed 44 people and de-
stroyed 8,800 buildings, prompting $10
billion in insurance claims. In Decem-

ber the largest blaze in state history swept
through Ventura and Santa Barbara coun-
ties. California fire chiefs said drought and
climate change will cause longer, more se-
vere fire seasons. The chiefs are asking
lawmakers for firefighters positioned in
advance of the wildfire season in areas ex-
periencing dangerous weather. New tech-
nology such as satellite tracking to mon-
itor fire engines could also be part of a
more effective solution for combating the
wildfires.

NEWS

Loss estimate for

cyclone Zeus

PERILS, the independent Zurich-
based organisation providing indus-
try-wide catastrophe insurance data,
has disclosed its fourth and final
loss estimate for Extratropical Cy-
clone Zeus, which affected France
on 6 and 7 March 2017. The revised
estimate of the property insurance
market loss is EUR 272 million. This
compares to the third loss estimate
of EUR 284 million which was issued
by PERILS on 6 September 2017, six
months after the event. PERILS’ loss
estimates are based on actual loss
data collected from insurance com-
panies.

Exploiting chips
Security and risk management lead-
ers must take a pragmatic and risk-
based approach to the ongoing
threats posed by an entirely new
class of vulnerabilities, according to
Gartner, Inc. “Spectre” and “Melt-
down” are the code names given to
different strains of a new class of at-
tacks that target an underlying ex-
ploitable design implementation in-
side the majority of computer chips
manufactured over the last 20 years.
Security researchers revealed
three major variants of attacks ear-
lier this year. The first two are re-
ferred to as Spectre, the third as
Meltdown, and all three variants in-
volve speculative execution of code
to read what should have been pro-
tected memory and the use of sub-
sequent side-channel-based attacks
to infer the memory contents.

Not keeping up

with cyber threats

In a global survey by Marsh and Mi-
crosoft of more than 1,300 senior ex-
ecutives, two-thirds ranked cyberse-
curity among their organizations’ top
five risk management priorities. The
survey also found that a vast majori-
ty - 75 percent - identified business
interruption as the cyber loss sce-
nario with the greatest potential to
impact their organization. This com-
pares to 55 percent who cited breach
of customer information, which has
historically been the focus for organ-
izations.

Despite this growing awareness
and rising concern, only 19 percent
of respondents said they are high-
ly confident in their organization’s
ability to mitigate and respond to a
cyber event. Moreover, only 30 per-
cent said they have developed a plan
to respond to cyber-attacks.
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Maintenance
challenges

safety

s maintenance and ser-
vice operations are carried
out by experts who pos-
sess detailed knowledge of
processes and their func-
tions, client companies
can allocate their own resources to core op-
erations. Maintenance has several features
that increase the level of difficulty when it
comes to safety management. For example,
property damage or business interruption re-
sulting from errors during maintenance can
be a major cost in any industry. It is also
known that maintenance tasks involve vari-
ous safety risks. Such challenges, and ways to
tackle them, are also known by Maintpart-
ner, a Finnish company that operates in the
Baltic Sea region.

Maintpartner provides maintenance and
service to various industries. In Finland, the
company employs approximately 1,000 peo-
ple and is constantly growing. “We want to
take good care of our employees,” says Sai-
ja Pottala, who is responsible for HSEQ at
Maintpartner. Due to the specific aspects
of maintenance, occupational safety on cli-
ent sites can sometimes be particularly chal-
lenging.

& Hobbs, 2003). In this example, he illus-
trates with a simple system how disassembly
is practically error-free. The tricky part is in
re-assembly, where there is only one way to
re-assemble a system correctly, i.e. exactly as
it was before it was disassembled. Conversely,
there are multiple ways of doing it incorrect-
ly. This, along with a

number of major dis-

asters with a back-

ground in unsuccess-

ful maintenance, have

sometimes been used

as an example that

demonstrates the hu-

man contribution to

accidents and inci-

dents, also reflecting

on post-maintenance

system reliability.

Although mainte- “TQ Ch N [C(l/

nance may pose a risk

systems

to system reliability, are Oﬂ/y SQZdO ', [][
it is still essential to ; L
keep technical systems ever, deS[gn ed ][O/

up and running safe-
ly and reliably. Anoth-
er, sometimes forgot-

malntenance
and repairs.”

ten, issue is safety risks SAIJA POTTALA, MAINTPARTNER
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Countless ways of failing -
the issue of reliability
Generally, maintenance operations are risky,
both in the probability and severity of the
potential consequences. This applies to both
post-maintenance system reliability and to
occupational safety during actual mainte-
nance work, which are the two different as-
pects of safety that relate to maintenance.
Reliability is typically affected by the “human
contribution” which, in this context, refers
to various kinds of errors and mistakes that
may happen during maintenance, sometimes
resulting in minor incidents or even major
disasters after the work has been complet-
ed and the technical system is up and run-
ning again.

This issue has been widely touched upon
by various accident investigators, reliabili-
ty engineers and scientific researchers in their
efforts to understand and prevent mainte-
nance-induced weaknesses in technical sys-
tems. An excellent demonstration has been
provided by James Reason with his “nuts and
bolts” example (see, for example, Reason

that may appear at

any phase of a mainte-

nance operation. “Technical systems are only
seldom, if ever, designed for maintenance
and repairs,” says Saija Pottala. “This is one
of the major issues that impacts mainte-
nance safety”. A maintenance operation typ-
ically involves multiple phases, in which re-
pairing or replacing a part and /or re-adjust-
ment is only one phase. The operation usu-
ally also involves system disassembly and re-
assembly, preceded by the preparatory work
phases and followed by cleaning up the site.
Thus, there can be a wide variety of separate
tasks and work phases involved in a mainte-
nance operation.

Accident statistics and reports indicate
that the causes of injury in maintenance vary
greatly. For example, an injury can be caused
by energies and substances within the sys-
tem being maintained. Accidents can also be
caused by the surrounding operating envi-
ronment, i.c. structures and activities that do
not relate directly to the maintenance task in
question. Lower limb injuries are typical con-
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OCCUPATIONAL SAFETY

sequences of maintenance-related accidents, must be aware of the amount and type of

for example when something falls down dur- risks, which vary greatly between different
ing disassembly. Other typical problems are clients and different tasks. Maintenance-relat-
musculoskeletal injuries relating to poor er- ed safety issues should be considered from at
gonomics. This often relates to poor system least three different view-

maintainability, basically referring to the fea- points: 1) the task chang- “C Z 0Se COO /}9 erat [ on

tures that can make a technical system easy or  es but the operating envi-

difficult to maintain. ronment remains the same b etween ser WC@
From the perspective.of occupational safe- (c.g. outsourCCfi factory p rov [ d er an d C Z [' ent
ty, the number of tasks is one feature that maintenance with estab- i )
makes maintenance work particularly chal- lished customers sites), 2) IS Aarl @ff@ Ctl /e
lenging. Another factor relates to time: the operating environment ]E :
downtime for an industrial system is costly. changes but the task re- \/\/QV O /O romoti ng
Thus, preventive maintenance, not to men- mains the same (e.g. after- mailntenance
tion corrective, unplanned repairs, must be sales service), and 3) both »
performed efficiently. This may result in time  vary (e.g. evening out tem- S af@ W

pressure, which could increase the number
and severity of risks if the work has to carried
out in exceptional conditions and /or with
limited information about the fault and its
exact location. Saija Pottala confirms: “De-
fective maintainability causes safety and er-
gonomics to deteriorate in task execution. In
preventive maintenance, the planning of safe-
ty and ergonomics can be easier to carry out,
compared to repairs. As far as repairs are con-
cerned, time pressure is particularly high”. It
may also be presumed that the cognitive load
is high when a task includes troubleshooting
under time pressure. Good maintainability
can make work easier, safer and faster, while
improving post-maintenance reliability. Re-
spectively, allocating enough time and choos-
ing a high-quality service provider is one way
to manage maintenance-related reliability and
safety risks.

The safety challenges of
maintenance business...

As with all outsourced services, Maintpart-
ner’s employees also face various kinds of
risks depending on their customer sites. The
risks may relate to the operating environment
and conditions and /or the actual tasks being
performed.

On a task level, disassembly is particular-
ly regarded as risky because, for example, the
cause of a possible malfunction may be un-
known, the failure mode may be misinter-
preted and/or the energies and substanc-
es may be extremely dangerous if not secure-
ly separated from the system. Moreover, dis-
assembly and reassembly double the num-
ber of task phases, along with the related
risks. Between them, there is the actual task,
e.g. replacing a part or removing a jam from
a process. The tasks are sometimes complet-
ed through troubleshooting and by basical-
ly always restoring the process and cleaning
the site. From the perspective of an individ-
ual employee, everyday tasks should involve
inherently hazard identification and relevant,
practical measures to manage risks.

Company safety management personnel

IF’S RISK MANAGEMENT JOURNAL 1,/2018

porary workload peaks be-

tween customer sites). While doing the actual
work, each individual employee have the best
possibility to impact their own safety.

...and some ways of tackling them
Maintpartner’s efforts in safety and health
management have paid off: its accident sta-
tistics have improved remarkably in recent
years. This positive progress is reflected in
both the number and the severity of acci-
dents, as the number of sick-leave days per
accident has decreased. Yet, there are no
quick wins: “Our commitment to safety has
been systematic and long term. Each em-
ployee needs to be aware of the safety pro-
cesses and commit to safety in their every-
day work,” says Saija Pottala. “A good safe-
ty record requires cooperation. Looking after
yourself and others”.

Close cooperation between service provid-
er and client is an effective way of promoting
maintenance safety. This cooperation must
also include fluent information flow so that
both the client and service provider are aware
of the current safety-related topics. Such top-
ics could be, for example, changes in site op-
erations and /or procedures. In addition, the
client is aware of the facilities and operations
on site and has most probably conducted risk
assessments and implemented safety manage-
ment measures to reduce risks. This infor-
mation is also of key importance to mainte-
nance, although several risks may relate to ac-
tual maintenance operations, requiring de-
tailed safety planning each time before an op-
eration is started.

“When starting with a new client, we re-
view all processes and practices together with
them. We also agree on joint procedures,”
says Pottala, clarifying Maintpartner’s prac-
tices. “In addition, we perform a safety re-
view and assess the site-specific risks”. Good
knowledge and experience regarding the
maintained system can help to reduce risks
significantly. From this perspective, good co-
operation with the operators is of focal im-
portance.

What next?

Irrespective the ways of development in tech-
nology and industry, it is likely that mainte-
nance will always be necessary at some points
during the life cycle of a technical system.
Maintenance may also be the kind of task
that cannot be fully automated and requires a
human contribution in one way or another.

The current and future development in in-
dustry may still influence maintenance work,
for example, 3D printing or the Internet of
Things. More complex and interdependent
systems may also reflect on the execution of
maintenance task, not to mention client ex-
pectations regarding quick and smooth sys-
tem recovery and disturbance-free operation.
Irrespective of the ways in which produc-
tion systems are operated, there will proba-
bly always be maintenance workers with their
hands on the systems, literally.

From Maintpartner’s perspective, the cur-
rent safety challenges are still quite practi-
cal, relating, for example, to client commu-
nication: “Client expectations regarding safe-
ty are constantly increasing. However, there
are several ways of calculating and interpret-
ing the safety figures. They may be calculated
differently, although the concepts are appar-

ently similar,” says Saija Pottala. Meanwhile,
technological advancements are positively ex-
pected. “Novel technologies may help to an-
alyse information from a technical system.
This can also help to plan safety more easily
and effectively”. M

SALLA LIND-KOHVAKKA
salla.lind-kohvakka@if.fi

Further reading:

¢ Reason, J. & Hobbs, A. 2003.
Managing Maintenance Error - A
Practical Guide. Ashgate Publishing
Company, Burlington.

e Lind, S. 2009. Accident sources in
industrial maintenance operations.
Proposals for identification, modelling
and management of accident risks.
Edita Prima Oy, Helsinki.
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LEAN
SAFETY -
a concept

to improve

company
safety
culture

When Lean and
Safety are combined,
it will result in easier
and safer working
conditions.

t will also result in fewer mistakes
and fewer corrective measures. Do
it right the first time.
After reading the book “Lean
Safety” by Bob Hafey it is more
than ever clear that Lean and Safe-
ty work very well together and actually
one cannot succeed without the other.
Please realise that there are other ben-
efits to a lean programme than just sav-
ing lives, time or money, such as: quali-
ty, ergonomics, reduced search time, mo-
rale, customer satisfaction, employee sat-
isfaction/retention, pleasant and organ-
ised workplace, etc. A well-organised
workplace results in a safer, more efficient
and more productive operation. It boosts
employees’ morale, promoting a sense of
pride in their work and ownership of their
responsibilities.
Lean management is a manufactur-
ing philosophy that reduces the total cycle
time by eliminating waste (it can also com-
prise non-value adding steps) or, in other
words, by increasing efficiency. It is based
on KaiZen (continuous or never-ending
improvement) by means of improving the
operating culture within a company.

IT IS PAINFUL to conclude that we have
arrived at a point in time where we need
to consciously consider management
tools to help us behave in a respectful
manner. But day-to-day practice shows

that more complex business processes and
shareholder value focus have driven us
away from normal common-sense values
or, in other words, common sense is not
that common any more.

The top-down approach will no long-
er have the desired effect of rectifying this
lack of safe behaviour. We are convinced
that shop floor employees need to be en-
gaged to get from compliance-based sys-
tems to proactive loss-prevention systems.
Focus on safety is about respect for peo-
ple. Safety is important and each of us has
a responsibility for our own safety and the
safety of others.

The use of a Job Safety Analysis (JSA)
is a good way of performing the lean ap-
proach. It helps to identify the existing or
potential hazards of a job, which can then
be analysed and recorded.

A JSA, or better still, a written work
procedure based on it, can form the ba-
sis of regular contact between supervisors
and employees. It can serve as a teaching
aid for initial job training and as a brief-
ing guide for infrequent tasks. It may be
used as a standard for health and safety
inspections or observations. In particular,
a JSA will assist in completing compre-
hensive accident investigations.

Four basic stages in conducting a JSA are:
e sclecting the job to be analysed
e breaking the job down into a sequence

of steps
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e identifying potential hazards

e determining preventive measures to
overcome these hazards

More details can be found at

www.ccohs.ca/oshanswers/hsprograms,/

job-haz.html.

A CHANGE IN mindset from Safety
Compliance towards Safety Improvement
is what is needed and a cultural shift from
a top-down management structure to a
team-based structure can facilitate this
change.

Although the top-down approach will
no longer work, it is executive manage-
ment that must assume the role of fa-
cilitator. For effective decision making,
there needs to be a flow down of Re-
sponsibility, Authority and Accountabili-
ty (RAA) to the teams from the lean pro-
gramme management. Organisational
space has to be created to allow employ-
ees to continuously think about ways of
improving their part of the process. This
breaking down per sub-process or de-
partmental approach is known as Kob-
estu KaiZen or Blitz KaiZen. In general,
the entire focus of KaiZen is on perfect-
ing business operations and includes the
following steps:

1. Involve the people who implement the
value stream or work process being im-
proved. This allows the people closest
to the problem to make an impact.

2. Focus on making im-
provements by detect-
ing and eliminating
waste, hazards and
unsafe conditions.

3. Use a problem-solv-
ing approach that ob-
serves how the work
process operates, un-
covers waste. Gener-
ate ideas on how to
climinate waste, increase safety and
make other improvements.

PROCESS MAPPING OR value stream
mapping is used to graphically display the
steps in a process. This visual method of
process evaluation and improvement in-
volves everyone. When implemented ef-
fectively it can eliminate the need for con-
versation to make information and ide-
as accessible to everyone. Activities can
be merged in a standardised fashion on
one A3 sheet. The following items can
be combined on the front and back of an
A3 form:

® Work process map

e Problem identification and solving

e Goal setting and auditing, Plan-Do-
Check-Act (seven steps: define problem,
analyse problem, identify cause, plan so-
lution, implement solution, confirm re-
sults, standardise)

Both a current state and a future or de-

sired state map should be

completed during lean

events. This standardisa-
tion in an A3 form helps
you to be concise and
to-the-point and it re-
duces preparation time.

Learning from loss-
es and accidents is a very
important part of any
improvement process.
Lean thinking can turn every incident
into a safety improvement. Learning from
losses should never be a blame game, but
a process review and an improvement in-
itiative. Facilitators should have the right
questions, not the right answers. Focus
on the process as the problem, not on the
operator. Operators do not come to work
to do a bad job or get injured, but they
often have to work with poor processes,
which yield poor results. Try to identify
the root cause of the problem. Use tools
such as “the 5 Whys”.

Another strong element of the lean ap-
proach is Good Housekeeping. Here
there is a choice between two methods:
1. Tuttava® as developed by the Finnish

Institute of Occupational Health.

2. The more disseminated and popular
5S (five S), an effective system of risk
control in the workplace.

Tuttava® is easy to apply to virtually eve-

ry workplace or situation and If engineers

have been familiar with this approach for
many years.

THE TERM 58 is a reference to five
Japanese words that describe standard-
ised clean up and they stand for: Sort,
Straighten, Shine, Systemise and Sustain.
It is a structured programme to system-
atically achieve total organisation, cleanli-
ness and standardisation in the workplace.
The overriding idea behind 58 is that
there is “a place for everything and every-
thing in its place”. Every item that is used
in a business process should be clearly la-
belled and easily accessible. Discipline,
simplicity, pride, standardisation and re-
peatability as emphasised in the Five Ss
are critical to the lean enterprise in gener-
al and flow implementations specifically.

CLEANING MUST BE carried out by eve-
ryone in the organisation, from opera-
tors to managers. It is a good idea to have
every area of the workplace assigned to a
person or group of persons for cleaning.
No area should be overlooked. Every-
one should see the “workplace” through
the eyes of a visitor — always considering
if it is clean enough to make a good im-
pression.
Many companies fail in their efforts to
sustain for several reasons:
® Too broad an approach
e Not implementing mistake-proof devic-
es (poka yoke = fail safe)

e Lack of preventive maintenance activity
e Lack of accountability for follow through
and follow up. Process ownership must
be clear. Each defined business process

should have an individual assigned to

monitor and direct that process.
With the focus on safety, the chances of
success increase. Another benefit from fo-
cusing on safety rather than only cost-sav-
ing is that it makes it less threatening and
more acceptable to those who do not un-
derstand the true meaning of lean and
have only heard that it is a management
tool for down-sizing organisations.

Lean Safety, transforming Your Safety Culture
with Lean Management, Robert B. Hafey, CRC
Press, ISBN 978-1-4398-1642-4

MAK OLIEMAN
mak.olieman@if.se
SALLA LIND-KOHVAKKA
salla.lind-kohvakka@if.fi
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odern finely tuned
subcontracting and
supply chains are
extremely suscepti-
ble to disturbance.
These cause cus-
tomers bigger and bigger losses, and of-
ten the root cause is weather phenome-
na. For example, flood damage to a sub-
contractor may cause serious problems to
a company.

Senior management should be very
much aware of not only the flood risks
of their own production plants but also
those of their subcontractors. Finding out
about dependency risks is part of good
risk management, although it may require
a fair amount of effort.

Property and business interruption
losses caused by weather phenomena
are an increasing problem, the effects of
which can be reduced with proper risk
management.

Server and back-up serve
in the same cellar
If’s International Claims Manager Mike

Freeman told at the Risk Management
Day for major corporations in March in
Helsinki about a case that raised some
eyebrows.

“The control systems of a fully auto-
mated giant logistics centre had been
outsourced to a subcontractor who had
in turn outsourced this contact to anoth-
er contractor. The servers that controlled
the logistics centre were located in a base-
ment. During heavy rain the
server room flooded which
paralysed the information
systems and the entire lo-
gistics centre for quite some
time. Surprisingly the back-
up server was also located in
the same basement causing a
much more extended inter-
ruption period.

The same may also apply to your own
premises that are exposed to flood and
carthquake risks but also to any subcon-
tractors and their subcontractors.

“It is crucial for If's major customers
that they can trust If’s ability to obtain
the best information about flood risk and
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lncrease
][/ OOd aredads. ’} close look on rainfall chang-

to assess the risks in each location. This
will enable us to assess together what an
optimal insurance package should con-
tain,” says Reinsurance Manager Tommi
Valkama of If.

Contingency plans

more and more important

The insurance business operates only un-

der certain conditions. Insurance compa-
nies cannot do better than
their customers in the long

Climate .
change will

“It is a great advantage for
us that we have companies
like Munich Re as reinsur-
ance partners. They keep a

es regionally and also over
time.”

However, just recording rainfall data is
not enough. As the climate changes, con-
tingency plans become more and more
important, because also the subcontrac-
tors and their subcontractors must have
such plans.

“Every sector must be ambitious to

Flooded banks of the
river Seine with the
Bir Hakeim bridge in
the background are
seen after days of
almost non- stop rain
on January 29, 2018 in
Paris, France.

bring their contingency plans up to date.
The need for them increases steadily,”
said Valkama.

Weather phenomena and
dependency risks used to be local
When Carl von Linné visited a copper
mine in Falun, Sweden in early 1734, he
observed with interest and concern that
the air was polluted. A thick sulphurous
smoke hovered over the small town and
its coughing inhabitants.

However, he did not have to go far to
breathe clean air again, because the pollu-
tion was very local.

Researchers of today are concerned
about two long-term global problems.
One concerns the depletion of the ozone
layer and the other an increase in carbon
dioxide content in the atmosphere.

For example, the climate is forecast to
warm up faster in the Nordic countries
than the global average. The winters will
probably be warmer and rainier. The sea
level rise is also forecast to accelerate.

Heat records have been broken in re-
cent years in the Nordic countries, else-

where in Europe and around the world.
The south is suffering from drought,
threatening food production and causing,
among other things, extensive forest fires.

When rainfall increases in the north,
flooding is more common, spring floods
start earlier, accompanied by coastal
flooding, related to rising sea levels. Else-
where in the world, fiercer hurricanes and
tornadoes are forecast, as are floods af-
fecting wider areas.

Business interruption caused

by flooding more common

“When the weather gets warmer, nature
will react to it, and the lives of people
and businesses change. Vegetation and
animal territories move further and fur-
ther north. Conditions for food produc-
tion in the Nordic countries, northern
parts of Russia and Canada will improve,”
said meteorologist Lea Saukkonen of the
Finnish Meteorological Institute who
spoke at the Risk Management Day for
major corporations.

“However, the challenge is how the
plants will adapt to new climate condi-
tions. Forestry, for example, may be chal-
lenging, because the tree sapling plant-
ed today should cope with climate change
right up to logging,” she added.

Climate change will increase flood ar-
eas, as a result of which many compa-
nies will have to re-asses the location of
their production plants already in relative-
ly short term.

Plans concerning production and stor-
age buildings may assume, for exam-
ple, that the risk of flooding is low on
a mountainous highland area, although
higher rainfall will increase landslides
considerably.

Local changes may be very painful.

“Whenever a flood takes a major pro-
duction plant by surprise, many jobs will
be lost. The plight to the people who
lost their jobs is often increased by loss
of their homes to the same flood and the
fact that once the flood is over, the same
or similar company is unlikely to be built
in the same place,” said Mike Freeman.

As the example told by Mike Freeman
showed, building a storage building out-
side the flood zone is not enough if the
servers of a highly automated storage facil-
ity and also their back-up systems are lo-
cated in a flood-risk area even in the same
building and, to top it all, in the cellar.

Image of the world’s sources of
carbon dioxide becoming clearer
Some sceptics still claim that this global
warming is quite natural. “Such a view is
totally opposite to scientific research find-

ings,” says meteorologist Lea Saukkonen.

She says that carbon dioxide molecules
in the atmosphere can be subjected to
isotope analysis to determine accurately
the extent it derives from fossil fuels.

Fossil carbon is released into the at-
mosphere when people use fossil fuels,
such as oil, natural gas or coal. Fossil car-
bon has been buried underground for
millions of years and has therefore not
been subjected to cosmic radiation. Car-
bon found in nature, on the other hand,
has been under cosmic radiation all the
time. These two types of carbon can be
told apart.

“It makes very little difference in terms
of atmosphere and climate change where
the CO, comes from. Only its amount is
significant,” said Saukkonen.

The objective of the Paris Agreement is
to slow down climate change so that the
planet warms by less than two per cent.
The plan is that the agreement that was
signed in 2015 will be applied after 2020.

The image of the world's carbon diox-
ide sources and carbon sinks are getting
clearer all the time. By 2020 we should
have reached the stage where new satel-
lites will chart large areas at a time, in-
stead of the current measurements taken
only in specific locations.

New observation methods and in-
creased calculation capacity will enable
us to collect and process a much larger
amount of data.

Good to remember

when things go wrong

During extreme weather, the damage
usually extends to traffic connections and
other infrastructure, for example. This
means that connections are lost, prevent-
ing you from getting to the plant or stor-
age facility, even of the plant itself was
functioning.

If’s global network consists of local in-
surance companies that are the best in
their respective countries.

In each loss and especially after serious
dangerous situations, If always works in
close cooperation with local service pro-
viders. M
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More and more
dangerous
cyber attacks
in the horizon

Cyber threats are testing
companies’ risk management.
This is a particularly tough test,
because a networked threat
environment requires a
networked defence

— and a global threat

requires global risk
management.

14 Global trade
disrupted by
cyberattacks
- the Maersk
Line attack?

16 Managing risks
in the digital
age

17 How to prevent
e-mail spoofing
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his is the period when
it will be decided which
companies can protect
against cyber criminals’
attacks.

“This has become an
unprecedented security problem,” says
cyber risk engineer Peter Granlund of If’s
Risk Management.

This was a view shared by the world's
economic leaders at the World Econom-
ic Forum. Information systems are a crit-
ical part of any company’s operation, and
threats against them have grown. Accord-
ing to studies, cyber risks are considered
by many major companies as the most se-
rious threat to operations.

Companies are becoming more and
more networked. Robots are controlling
robots. New factories and production
plants are fully automated. Operations are
controlled by means of information sys-
tems and their backup systems.

“Understanding the effects of cyber
threats on our own busi-

ness is one of the main

e Do you know your cyber threats or
weaknesses?

* Do you know what you’d do if you’re
attacked?

e Do you know what cyber insurance can
cover for you?

“Companies must also raise their per-
sonnel’s readiness to fight cyber threats.
The human factor must never be forgot-
ten. When talking about cyber securi-
ty, people often only focus on technolo-
gy and forget about human activity,” says
Senior Risk Engineer Erik Van Der Hei-
jden of If's Risk Management.

Chief Information Security Officer
Erka Koivunen of F-Secure Corporation
said in the Risk Management Day event
organised by If in March in Helsinki that
previously hackers were motivated by the
challenge of whether they could work
their way in. If you could break into the
information system of a major company,
your prestige among your peers was guar-

anteed.
This is no longer the

144
priorities of our large cus- One Of the /< [ >/ case today. Today’s cyber-

tomers. In order to meet
our customers’ securi-

ty needs, we have plen-
ty of information in our
Competence Center on
what companies should take into account
to improve their cyber safety,” says Matti
Sjogren, If’s Nordic Liability Risk Man-
agement Specialist.

Alarming example

Recent years have begun with big ques-
tions about corporate cyber safety. These
have been followed by one nasty surprise
after another.

Cyber risk engineer Peter Granlund
gives us an example, which will be dis-
cussed in details in another article, Mae-
rsk Line attack, in this magazine.

“For few days they had to return to
handle everything by paper or Excel
spreadsheets. At some of their contain-
er terminals it was impossible to handle
goods. The financial impact was 300 mil-
lion dollars in Q3”.

According to Peter Granlund, compa-
nies’ key jobs in our modern fast-moving
world is to ensure that they have the right
partners to fight against cyber threats. He
also thinks every organisation should be
able to respond to following questions
about cyber securities:

® What processes and assets are
important to protect?

e Have you considered the impact of a
cyber attack?

factors is risk
[de N t[f[c a f[O . i have sufficient resourc-

criminals (states, criminals
and terrorists) are skilled,

es, and patience to per-
form highly successful at-
tacks on consumers, businesses and gov-
ernments around the world.
Cybercrime is today Big Business, while
the risk of attackers being traced and
prosecuted is low.

It all begins with

risk identification

One of the key factors is risk identifica-
tion. By a thorough assessment of risks
and wise channelling of measures to

stave off attacks you can improve security
quite significantly without any major ex-
tra costs. Any resources thus saved can be
used, for example, to make the personnel
aware of any risks.

And besides, few organisation have
endless resources to improve their cyber
safety. On the other hand, nobody can
promise 100 per cent security.

“Organisations should first find ways
to reduce risks for example by acquiring
competences and services which would be
too expensive to develop in their own or-
ganisation. The new phase requires new
systems and efficient protection solutions.
To fight cyber threats, you need reliable
partners,” says Erka Koivunen of F-Se-
cure Corporation.

As cyber threats increase in number,
frequency and complexity, it is more and
more important to identify, understand

and manage all aspects of cyber safety. It
is a matter of ensuring continuity of your
own operations.

The attitudes of those who decide
about investments may be one thing, but
the risks may be of quite another nature.

“Many can be under the misappre-
hension that a virus protection program
bought 5-6 years ago can take care of the
entire cyber safety issue, but the truth is
something quite different.”

Managing Cyber Risks Together
If's Risk Management's target is to do
everything that its clients can find an op-
timal way to keep a variety of cyber at-
tacks at bay.

For this purpose, If's Risk Manage-
ment has come up with a 25-point sur-
vey questionnaire to find out how com-
panies deal with data security. The aspects
focused on include Cyber Risk Manage-
ment Organisation, awereness training,
defence in depth, parch management pro-
cess and business continuity plan.

Once a company’s data security is suffi-
ciently high, we can help manage the re-
maining risk.

?Cyber security is extremely important
and managing it has become a profession
in itself with strategic, tactical and oper-
ational requirements to consider. The IT
department is not the most likely candi-
date to handle cyber risk management”,
says Peter Granlund.

If can provide insurance solutions sup-
porting our client’s management of risk.

“Once a company is sufficiently pre-
pared against cyber threats, we can insure
the remaining risk. A key product for in-
dustry is property and business interrup-
tion cover as part of property insurance
which, if a cyber risk is realised, covers fi-
nancial losses caused by business inter-
ruptions. Our comprehensive cyber in-
surance also covers, thanks to its vari-
ous modules, losses caused to both your-
self and third parties. EU’s General Data
Protection Regulation (GDPR) will en-
ter into force in May 2018, and the risk
for compensation about loss of customer
data will increase,” says Sjogren. M

HARRY NORDQVIST
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CYBER CLAIMS

Global trade disrupted by cyberattacks

14

As an insurer we
are well aware of
so-called “Black
Swan” events,

i.e. events that

are deemed so
unlikely that they
are not really taken
seriously when
calculating risks.
For many years this
has been the case
with cyber risks.
Imperceptible.

ntil just recently, that is.
In June last year,

global shipping gi

ant Maersk Line, which

handles one in seven

containers shipped glob
ally, was hit by a ransomware attack. With
a fleet of more than 600 container vessels,
Maersk is the world’s largest shipping
company. The company handles around
25 percent of all containers shipped on
the key Asia—Europe route and transports
about 16 percent of the world’s seaborne
manufactured trade. Hence, this cyberat
tack had a real impact on global trade.

In the week following the cyberattack
Maersk’s loading volumes dipped from
typical levels of around 210,000 forty-
foot containers to 160,000. The attack
came at a time when Maersk had rolled

IF’S RISK MANAGEMENT JOURNAL 1,/2018

got back to normal over the following
week and returned to normal by the mid
dle of July, according to its CEO.

The cybersecurity risk was also high

lighted as a major risk in the World Eco

nomic Forum’s Global Risk Report, and
the World Economic Forum mentioned it
in their Executive Summary:
“Cybersecurity risks ave also growing,
both in their prevalence and in their dis
ruptive potentinl. Attacks against business
es have almost donbled in five years, and
incidents that wonld once have been consid
ered extraovdinary ave becoming move and
more commonplace. The financial impact
of cybersecurity breaches is rising, and some
of the largest costs in 2017 related to ran
somware attacks, which accounted for 64%
of all malicious emails. Notable examples
included the WannaCry attack—which af

called NotPetya virus. It started due to

a breach in the Ukraine and impacted
the systems of Maersk’s parent compa
nies. The breakdown affected all busi
ness units at Maersk, including container
shipping, port and tug boat operations,
oil and gas production, drilling servic

es and oil tankers. The cyberattack main
ly impacted Maersk Line, APM Termi
nals (which reported that some 17 ship
ping container terminals run by APM
Terminals had been hacked) and Damco,
as well as negatively affecting business
volumes for a couple of weeks in July
last year. Maersk’s APM Terminals unit,
which operates 76 port and terminal fa
cilities in 59 countries around the globe,
was impacted at a number of sites, in
cluding the Port of New York and New
Jersey, the largest port on the U.S. East

tection in this case, according to Maersk.

Not only Maersk was affected but also
Ukraine’s central bank also said a num
ber of Ukrainian commercial banks and
state and private companies had been
hit by cyber-attacks via an “unknown vi
rus”. It is important to remember that
Maersk was more likely than not collat
eral damage of an attack on the Ukraini
an government. To that end it is exceed
ingly likely we will see a repeat. Ship
ping company Maersk Line has said that
the June cyber-attack could cost it up to
USD 300 million in lost revenue.

Maersk Line managed to stay in profit
despite the attack. Maersk Line report
ed a net profit of USD 220 million in
the third quarter, compared with a loss
of USD 122 million in Q3 16. Turnover
at Maersk Line increased year-on-year

THE 2017 CYBER ATTACK proved ex
tremely difficult for Maersk Line and
they have since revised and invested in
their system architecture to reduce cyber
risks to ensure that its operations do not
get impacted by any such global breach
in the future. You can build up your cy
ber fortifications, but partners in trade
and container supply chains need to de
velop contingency plans, as it is a near
certainty that the industry will be hit by
another cyber-attack. The question is
not if, the question is when.

Every cloud has a "silver-lining" and
for Maersk it was how all its key stake
holders, including customers, authori
ties and employees reacted to the attack.
Overnight, the company switched over
to manual operation from its comput
er-based systems, while some customers
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Managing

The unplugged
company is history.
Should businesses be
worried about their
own products?

eing connect-
ed to the in-
ternet is an-
other day at
work. Noth-
ing special at

all. But...

Kristine Birk-Wagner is
Head of Casualty & Marine
Cargo at If. She has headed the Kristine

development of the new cyber
insurance and is heading If’s
Cyber Competence Centre. She
talks about the challenges faced by the in-
terconnected company.

You deal with businesses from all in-
dustries. What is the most impor-
tant change you have noted in recent
years?

Like others, I think the shift from a phys-
ical to a more connected or digital world
is one of the major changes. This shift has
consequences we have not yet grasped.

Birk-Wagner

Not only do we transfer data and knowl-
edge across international borders, but
also through methods and across me-
dia that we have not thought of as be-
ing communicative before. Now some-
one can use — or misuse - your own inter-
connected products to carry out a DoS
(Denial of Service) attack on your
company website. Such a sce-
nario, I would assert, had
not been considered by
many people five years ago.

In what way are digi-
tal risks or disruptions a
challenge?

Actually, they are a challenge
from difterent angles. Compa-
nies face disruption to their pro-
duction because of criminal acts
such as hacking — as we saw last
summer with NotPetya — which led to
multinational companies being unable
to process orders for parts of their busi-
ness for several days. Another angle is dis-
ruption due to errors that are not relat-
ed to criminal acts. Right now we are see-
ing disruption to the supply chain, where
we experience companies or their suppli-
ers not being able to deliver or deliver on
time due to Denial of Access as a conse-
quence of natural hazards or bankruptcy.
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Companies are
being forced to
re-examine their
approach to digital
risk management.

risks in the digital age

Why is communication between
physical products a risk to businesses?
Companies have to focus on securing
communication lines not only between
people, but also between products — an
example is your mobile phone commu-
nicating with the heating system in your
cabin. Products are often tested for their
intended purpose and are proved to work.
However, we must also focus on the mis-
use and vulnerability that is uncovered
long after the product was made. Itis a
challenge to ensure that products com-
municate and interconnect safely and

that we have a long-term commitment to
maintaining the security during a prod-
ucts’ life cycle. We have understood that
we need to secure our communication
with people, but will we be good enough
at ensuring the security of the communi-
cation between products that are active on
a global market in five years? l

MARIANNE WIINBLAD
marianne.wiinblad@if.dk

How to
prevent

spoofing

Do you know how
your company can
reduce the volume of
phishing e-mails that
target your company
and brand?

-mail scams have increased

rapidly in recent years. For

example, in 2016 a Swed-

ish manufacturer lost SEK

25 million due to this kind

of scam. In such cases, crim-
inals impersonate a company executive
and send a fake e-mail message to select-
ed employees, tricking them into wiring
funds.

DMARC (Domain Message Authenti-
cation Reporting and Conformance) can
protect you from this. DMARC is an in-
ternet protocol specification that provides
visibility into e-mail flows and can tell re-
ceiving servers to delete spoofed messages
immediately when received, thereby en-
suring that only legitimate e-mails are de-
livered to inboxes. Approximately 70% of
consumer inboxes worldwide are protect-
ed by DMARC - that is more than 2.5
billion mailboxes worldwide. However,
many organisations are still not aware of
DMARC and its benefits and only one-
third of businesses and other organisa-
tions have implemented DMARC as part
of their validation process.

Within If, we think that every organi-
sation with a domain name should con-
sider using DMARC to help reduce spam
and phishing attacks that target their
brand.

How does it work?
A DMARC policy allows the sender to
indicate that their messages are pro-

tected and advises the receiver what to
do — nothing, quarantine, or reject — if

a received message does not match the
DMARC policy. Because the specification
is available with no licensing or similar re-
strictions, any interested party is free to
implement it.

What are the benefits?

DMARC benefits both recipients and
senders. E-mail recipients are warned if
an e-mail is fraudulent or harmful and
don’t have to guess what to do with e-
mails that fail the DMARC authentica-
tion. Senders can now identify how much
e-mail is coming from their own domain
(or claiming to come from their domain),
where it originated, and how recipients
are handling the e-mails.

Can DMARK combeat all types of e-
mail attacks? No, DMARC can only pro-
vide protection against direct domain
spoofing. If the owners/operators of ex-
ample.com use DMARC to protect this
domain, it would have no effect on exam-
ple.eu (note the ".eu" vs. the ".com").

How do you get started?

Although it can technically take less than
an hour to build and publish a DMARC
record, it is smart to first involve all teams
that have a stake in e-mail security (secu-
rity, marketing, fraud prevention, service
desk, system administrators, and others)
and then consider deploying DMARC in
three steps:

Monitoring mode: In monitoring mode,
you advertise to the internet that you
want all DMARC-compliant e-mail re-
ceivers to send you reports on who is
sending e-mails from your domain. No e-
mails will be flagged, blocked, rejected or
quarantined.

Quarantine mode: In quarantine mode,
suspicious messages are flagged for re-
view. This allows you to identify all inter-
nal and authorised e-mail servers and en-
sure they have been configured properly.
Reject mode: In reject mode, spam

and phishing messages are deleted by
DMARC-protected e-mail servers. This
enhances the trust relationship between
¢-mails sent by you and received by
DMARC-protected mailboxes.

As a final step, DMARC should be lev-
eraged to detect and mitigate threats
since it provides valuable reporting infor-
mation about the amount and structure
of phishing attacks and can help to im-
prove fraud intelligence around targeted
attacks on your brand. M

For further information, visit the
Global Cyber Alliance's website
https://dmarc.globalcyberalliance.org/

PETER GRANLUND
peter.granlund@if.se
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Protecting

Data from the
statistical service of
Norway, Sweden,
Denmark, and Finland
in the past years

show that Emerging
Market countries have
become an interesting
investment destination
for Nordic companies.

hen execu-
tives of multi-
national enter-
prise (MNE)
decides to ex-
pand the opera-
tions of their firms into foreign countries
in emerging markets, they are faced with
several important strategic decisions, in-
cluding, which operation form to estab-
lish adapt i.e. start the operations from
scratch (build of facilities) or through
acquisitions (buy equity share in an ex-
isting foreign entity). They are also faced
with whether to do it alone (to estab-
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our investments
in emerging
markets

lish a wholly owned subsidiary) or to in-
volve a local partner (to establish a sub-
sidiary with shared ownership), in addi-
tion to financial, HR, and operations con-
siderations.

As such, supposedly negative discus-
sions are paid rudimentary attention.
How would Nordic executives reach
if years after expansion and operation
in a country, the host government de-
cide to increase taxes on profit by 100%?
How would you react if the local au-
thorities in a destination country decide
to put a cap on | repatriation of profits?
Or raise local requirements? Collectively,

these are called political and regulatory
risks. That is, the probability that a host
government/authorities will discretion-
ary change laws, regulations, or contracts
terms governing an investment or refuse
to enforce them in a way that reduces a
foreign investor’s returns on that invest-
ments. To most executives, these will ob-
viously go against their legitimate expec-
tations.

Emerging markets are characterized
by underdeveloped institutions and fre-
quent environmental shifts (Khanna and
Palepu, 2014). This brings uncertainties
to investments that can have a huge con-

Figure 1: Number of investment Agreements signed
by Nordic countries as of January 2018
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sequence for Nordic companies expand-
ing into these places. Ex-post modifica-
tions of the legal framework in force at
the time when the investment was made
or interference with the investment in re-
sponse to external pressures such as pub-
lic opinion leading to (in)direct expropri-
ation of assert from investors. The nature
of these risk is not static — they change
over time. For instance, a recent study
by the Wharton School found that al-
though outright expropriation of for-
eign assets by host countries in emerging
markets have largely disappeared (Henisz
and Zelner, 2014). As investors interest
in developing countries/emerging mar-
kets grow, some host governments have
learned, that more value can be extract-
ed from foreign enterprises through the
subtler instrument of regulatory control
rather than outright seizures. This new
risk is the main concern of today’s inves-
tors. In this article, I would like to intro-
duce our cherished Nordic clients how
are to prepare their investment and ma-
neuver these risks when expanding their
businesses overseas.

The good news is that political and
regulatory risks can be managed. Almost
all (Nordic) governments have been very
active in helping investors from managing
these risk in emerging markets by signing
various International Investments Protec-
tion Agreements (ITAs) with most emerg-
ing markets governments. Today, there
are 3,000 ITAs in existence around the
world. Among the Nordic countries, Fin-
land has the most investment agreements,

with 67 agreements in forcel, followed by
Sweden with 66 investment agreements
in force?, see Figure 1.

Below, I discuss some of the ways in-
vestor can mitigate against such risks and
protect their investments in emerging
markets.

Are you really
making an investment?

“In order to qualify as an investment
under this Agreement, an asset must have
the characteristics of an investment, such
as the commitment of capital or other
resources, the expectation of gain or
profit, or the assumption of visk”

Norway’s model Bilateral Investment Treaty
(2007)

International investment Agreements pro-
tect investments. Research shows that
most executives wrongly assume that once
they are doing business in other countries,
they are investors doing investments in
that country. It is important to point out
here that this may not necessarily be cor-
rect. Not all economic activities abroad
qualify as investments. As such, to be eli-
gible for protection, you must make sure
your activities qualify as “investments”.
What is an investment varies from between
countries, for instance, between Denmark
and Argentina, an investment is defined
as: “... every kind of asset connected with
economic activities...”” However, between
Finland and Argentina, investment is de-
fined as “...every kind of asset invested by
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EMERGING MARKETS

Figure 2: How to protect your investment given political and

Yes

Does your
home country
have an lIA
with where
you want to
invest?

an investor of one Contracting Party in
the territory of the other ...”

We will not go into the legal interpre-
tations here in this article, however, the
point I want us to arrive at is that what
executives may consider an investment,
may in reality not be investments since
definitions vary. Historically, investment
disputes resolved by the International
Center for the Settlement of Investment
Disputes (ICSID), under the auspices of
the World Bank, have adopted a “uni-
fied” definition of investments with four
key elements: a contribution of money or
assets, a certain duration, an element of
risk and a contribution to the economic
development of the host state. This is the
so-called “Salini test”. It is only after it is
determined that one is making an invest-
ment that the benefits ascribe under IIAs
applies to you and your investments.

The mechanisms

available to investors

Suppose you are involved in investment

in emerging markets. How do you en-

sure that those investments are protect-

ed against volatile political and regulato-

ry risks? Broadly speaking, there are four

mechanisms available to investors:

1. International Investment
Agreements;

2. National investment legislation;

regulatory risk

¢ Investment contract

* Government guarantee

¢ Convert activities into
investments?

¢ Investment Protection

¢ International
Investment
Agreements (ll1As)

¢ Investment contract

Insurance with host country

* Government guarantee

Yes Are your activities
considered “investment”’?

Investment
Agreements
International Invest-
ment Agreements
(ITAs) are eftective
mechanisms for pro-
tecting Nordic in-
vestors’ investments

‘Investors must
be aware that
National investment
legislations are
made voluntarily

* Government guarantee

their legitimate ex-
pectation. Invest-
ment treaties when
signed between more
than two countries
are called Multilater-
al Investment Treaties
(MITs), examples of

agail}si polit.icljl Iand by nat [ on a[ i/InIlTs.are tlile N;)rtg
regulatory risk. In- . 5 erican Free Trade
ternational Invest- /9 ar [ l[aments. Agreement (NAFTA)

ment Agreements are
government-to-government treaties that
provide legally binding, (usually private-
ly) dispute settlement and enforceable
rules regarding one country's treatment
of investment from another country that
is party to the agreement. Investment
agreements usually come in three forms:

1. Bilateral Investment Treaties (BITs)
signed by two states;

2. Regional Investment Treaties signed
by groups of states within a single re-
gion,;

3. Chapters of integrated trade and
investment agreements that can be
signed at the bilateral or regional level.

Investments covered by such ITAs such as

Bilateral Investment Treaties (BITs) en-

joy protection against direct interferenc-

es such expropriations (direct or indi-
rect), and unfair and discriminatory treat-
ments®. Investors whose investments are

signed between the
USA, Canada, and Mexico, or the Ener-
gy Charter Treaty (ECT) signed or ac-
ceded to by fifty-two countries including
the all EU countries, Australia, Norway,
and Russia.

National investment legislations
In addition to International investment
agreements (IIAs) such as Bilateral In-
vestment Treaties (BITs) and MITs,
many emerging market countries, in their
attempt to attract foreign investments
have enacted legislation to guarantee pro-
tection for foreign investors. The content
of such legislation varies from country to
country. However, generally, they con-
tain guarantee or exemption from taxa-
tion regimes or provide a specific fiscal re-
gime for investors in a particular indus-
try or service sector. Just like BITs, these
unilateral actions are binding*. Howev-

may be subject to revocation by a subse-
quent government. As such, relying sole-
ly on investment agreements might not
be the best kind of protection for a long-
term investment.

Investment contracts

Nordic companies can also enter into an
investment contract with a host govern-
ment of a country they would like to in-
vest. Host governments in
emerging market countries
are willing to sign invest-
ment contract particular-

ly when investments pro-
jects are considered critical
for the nation, such as in-
frastructure projects. These
contracts will specify the le-
gal rights and obligations between the in-
vestor and the host government. The ad-
vantage of investment contracts is that it
is binding on subsequent governments.
However, a contract with a local govern-
ment will in most cases be subjected to
laws of that country. This means that any
dispute arising out of the contract will be
resolved through the local court system.
Do not enter into an investment contract
with a country authorities if you do not
trust the legal system in that country.

Insurance to mitigate risks

Many governments and private insur-
ance companies offer offers foreign in-
vestments protection insurance and oth-
er insurance products to protect investors
against losses on overseas investments re-
sulting from political and regulatory ac-
tions by host governments. In Norway
for example, the Garantiinstituttet for ek-
sportkreditt (GIEK), under the Minis-
try of Trade, Industry and Fisheries is-
sues guarantee on behalf of the Norwe-
gian State to private firms to cover po-
litical and regulatory risk, in addition to
credit enhancement guarantees to pro-
tect investors assets against non-commer-
cial risks at a fee. Other private organiza-
tions such as the Multilateral Investment

Guarantee Agency (MIGA) of the World
Bank Group offer insurance for private
investors.

As one might recognize, the above op-
tions are not mutually exclusive, exec-
utives can combine several mechanisms
to ensure that their investments are ful-
ly protected against political and regula-
tory risk, as the optimal mechanism de-
pends on your situation as an investor.

For instance, it will be pru-
dent to rely on IIA if there

Succeed[ng lm exists an investment treaty
these markets  between your home coun-
is learning to
manage ris kS. 7 ment. Insurance or an in-

try and the destination
country for your invest-

vestment contract will be

your choice if no ITAs ex-
ist between your destination country and
your home country. In figure 2 I present
a summary “option card” for executives
depending on whether there is an ITAs
between your home country and your
host country, and whether your activities
are considered “investments” or not.

The above is only a suggestion, as such,
there may be a better alternative depend-
ing on one’s situation. But, whatever the
case, make sure your investments are pro-
tected. Investing in emerging markets
may be risky, however, they may be the
most effective means of diversitying your
portfolio in the long term. Succeeding in
these markets is learning to manage risks.
We hope that this article provides you
with some of the options available to you
as a Nordic investor interested in emerg-
ing markets on how to ensure that your
investments are protected against political
and regulatory risks in your chosen coun-
tries. M

GILBERT KOFI ADARKWAH
gilbert.kofi.adarkwah@if.no
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er, investors must be aware that Nation-
al investment legislations are made volun-
tarily by national parliaments, as such any
protections contained in such legislation

3. Investment contracts; and

4. Oversees investment insurance
Let me explain how each of these

mechanisms works.

covered by BITs in most cases have the
privilege of investor-host state dispute
settlement systems in case of authori-
ty’s actions are interference and against
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Supply Chain Insurance
A new insurance product by If

What do you do if
your supply chain
breaks down?

he risk of a supply chain
glitch is a threat that has
risen with the increased
demand for just-in-time
delivery, higher storage
costs, and hazards beyond
the company’s control. This risk is ever
present — without there having to be any
physical risk of damage to any of the in-
sured party’s interests.

Modern supply chains may be flexible
and cost-effective, but they are also more
vulnerable to disruption. Whilst business
interruption insurance products are gov-

erned by a physical loss within the remit
of the insured party, supply chain insur-
ance is not. For many businesses, com-
prehensive business interruption coverage
is increasingly being seen as an essential
part of today’s insurance policy.

Supply chain - what is it?
Definitions of “supply chain” almost uni-
versally encompass the following three
functions: supply of materials to a man-
ufacturer, the manufacturing process,
and the distribution of finished goods
through a network of distributors and re-
tailers to a final customer. Companies in-
volved in various stages of this process are
linked to each other through a so-called
“supply chain”.

To facilitate the flow of products, infor-

mation is shared up and down the supply
chain, i.e. with suppliers and clients. This
sharing of information enables all parties
to plan appropriately to meet current and
future needs. The more that companies
within a supply chain can integrate and
coordinate their activities, the more likely
they will be to optimise the flow of goods
from supplier to customer and react ef-
fectively to changes in demand.

Causes of disruption loss

Global supply chains are increasing the
severity and frequency of business inter-
ruption claims, with the average large
business property insurance claim ris-

ing to millions of dollars and many thou-
sands of claims per year. Increased inter-
connectivities and interdependencies be-
tween companies, as well as lean produc-
tion processes, have contributed to both
the rise in business interruption claims
and new risks to businesses. The main
causes of business interruption loss glob-
ally are adverse weather, unplanned IT or
telecoms outage, transport network dis-
ruption, earthquakes/tsunamis, as well as
volcanic ash clouds, insolvency, civil un-
rest and fire.

No physical damage

As mentioned briefly above, Business In-
terruption (BI) and Contingent Business
Interruption (CBI) insurance products
have been on the market for many years.
But in order to trigger cover, there needs
to have been physical damage — such as
an industrial fire — that triggers the BI
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loss. When it comes to Supply Chain In-
surance it will rather be triggered by an
external event, beyond the control of the
insured party.

The If touch

What sets the If product apart from other
Supply Chain products currently on the
market is that If has simplified the calcu-
lation of the Business Interruption loss by
having a pre-agreed daily indemnity that
will be paid out (less pre-agreed deducti-
ble days) — up to a number of pre-agreed
maximum number of days (which can be,
for example, 90 days or 180 days). As this
is all pre-agreed, there is no need for what
are usually quite complex and time-con-
suming business interruption calculations.

The product is targeted to work as a
supply chain disruption (financial) safe-
ty net so that disruptive events will not
completely ruin a business. Whilst it
might be a tool that produces a rough es-
timate, it will ease the most severe and
imminent business/supply chain-related
(financial) concerns.

If has already seen a keen interest in
this product and hopes it will be an at-
tractive solution for medium to large en-
terprises to safeguard their continued
business operations. H

TONY SCHRODER
tony.schroder@if.se
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If establishes compe-
tence centres within
several areas.

s the largest general in-

surance company in
the Nordic countries,
If wants to give its in-
dustrial clients good
advice in the area of
risk management, amongst others. Thus,
the collaboration between the specialist
communities of the different countries is
now being strengthened to provide cli-
ents with better access to expertise within
business interruption, natural hazards and
cyber risks, among other areas.

Cross border
“Through competence centres we utilise
the best resources and skills without hav-
ing borders,” says Jukka Forssén, Head of
UW Property Nordic at If Industrial.
“The best of our expertise and knowl-
edge from If Industrial is gathered and
transferred to practical services, tools and
products, which improve our ability to
provide optimal solutions for our clients.
We are a truly Nordic company, which is
our strength. We have underwriting spe-
cialists, as well as claims, risk management
and other specialists in all Nordic coun-
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Consolidating expertise

tries and also in the UK, Netherlands,
France and Germany. Most of our clients
are international and operate in multiple
countries. Working across borders we can
utilise the best of our expertise and skills

to the benefit of our clients,” says Forssén.

Clients will benefit from improved ser-
vices, such as risk management tools and
lessons from losses —
and enhanced insurance
products that are better
tailored to meet client
needs. The knowledge
is shared through cli-
ent seminars, articles in
If News and Risk Con-
sulting, and, of course,
through direct client
service and interaction
with If’s specialists.

International network
One area under rapid development is cy-
ber risks.

“We must therefore be able to con-
stantly adjust our understanding of our
clients’ need. It is obviously important
that decisions are made on the most op-
timal basis and aligned throughout the
Nordics. This will be ensured through
the competence centre,” says Kristine
Birk-Wagner, Nordic Head of Casualty &
Marine at If Industrial.

O §

“Working across
borders we can
utilise the best of
our expertise and
skills to the benefit
of our clients.”

The clients will benefit in various ways:
“They will have access to our highly-
specialised experts who have the expertise
to support their IT security. They will be

ensured products that are continuously
evaluated and improved and, as always, a
specialised claims team,” says Wagner.

Sirpa Peura is Nordic Head of EB &
Motor Underwriting at
If Industrial. She em-
phasises how knowl-
edge and knowledge
exchange will benefit
the client.

“The competence
centre for travel and ex-
pats has a strong coop-
eration with If’s inter-
national network, and
knowledge is shared in
various forums with other underwriting
units in both If Industrial and If Com-
mercial business areas. It ensures the
quality of our work for clients and bro-
kers,” says Peura. W

SIGMUND CLEMENTZ
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Damaged
building due to
overpressure
from CO-
explosionina
chain conveyor
inside.
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The number of explo-
sions in fuel systems
in direct connection
with various types of
boilers seems to have
increased in recent
years.

he cause of the increase is

unclear but may be part-

ly due to changes in fuel.

The explosions are caused

by unburned gases being

forced backwards from
the furnace due to disturbance of com-
bustion. With few exceptions, the root
cause can be attributed to a design flaw in
the boiler fuel infeed. The consequences
can be quite serious and cause extended
outages, depending on the time required
to repair physical damages as well as to
investigate the matter and make rectifica-
tions in response to findings. The Swed-
ish Work Environment Authority often
requires that a full investigation of the ac-
cident must be performed before the fa-
cility can be put back into operation. In-
cidents often lead to unease and a sense
of insecurity among personnel, which can
have a negative impact on operating safe-
ty.

In order to prevent explosions, existing
systems can be analysed in order to iden-
tify any weaknesses. Often, relatively sim-
ple measures can be taken to reduce the
probability of an occurrence. Alternative-
ly, or in combination with such measures,
actions reducing the consequence can be
employed to reach a tolerable risk level.

Background

In recent years, P&B has investigat-

ed a number of explosions in fuel in-

feed equipment for boilers. Though it has
not been possible to establish statistical-
ly, our perception — and that of our cus-
tomers — is that the frequency of this type
of incident has increased. It has been
possible to establish with high probabil-
ity that all these explosions were caused
by unburned gases from the boiler being
forced backwards in the fuel system, pri-
marily causing a gas explosion.

There is no unequivocal proof that the
incidents are directly linked to a certain
type of boiler or fuel. Explosions have oc-
curred in connection with circulating flui-
dized bed (CFB) and bubbling fluidized
bed (BFB) and gate boilers and ovens
fired with dry fuel such as pellets and bri-
quettes, but also wetter fuels such as re-

cycled wood chips, forest fuel and waste.
There is however a certain predominance
of incidents in connection with simpler,
smaller grate boilers in the <10 MW class.

The consequences of the explosions in-
vestigated varies from minor deforma-
tions of the fuel system to more exten-
sive damage both to the equipment and
buildings. From a purely technical per-
spective, however, all of these explo-
sions can be categorised as relatively weak
in relation to a worst-case scenario. The
combustion speed and thereby the speed
of the rise in pressure is normally deemed
to have been a maximum 5-10 % of what
the effect would be with an optimal gas/
air mixture. Should ignition occur with a
more optimal mixture; a scenario which
cannot be ruled out, the effect can in the
worst case impact a considerably larg-
er part of the system than normal and the
explosion may result in overpressure even
in larger sections of a building, entail-
ing a risk that parts of the building struc-
ture will be destroyed. The consequence
of the explosion also depends heavily on
the magnitude of the risk that dust layers
inside and outside of the equipment are
swirled up, aggravating the primary ex-
plosion.

Luckily, none of the incidents investi-
gated by P&B have led to personal injury,
but in several cases the effects have been
so severe that injuries could have oc-
curred if personnel had been exposed. In
most cases, the personnel have perceived
the explosions as serious and this has re-
sulted in varying degrees of anxiety and
a sense of insecurity for those working in
the facilities affected.

Backfire protection, no
guarantee against gas dispersion
All combustion facilities are equipped
with some type of protection and moni-
toring to prevent backfire in the fuel sys-
tem. The basic protection always consists
of monitoring and control in order to en-
sure the furnace has an underpressure in
relation to its surrounding environment,
including the fuel system. Normally,
monitoring is carried out through pres-
sure transmitters that controls the under-
pressure regulator via a flue gas fan, and
in some cases in combination with com-
bustion air control in the event of greater
deviations. In addition, there is normal-
ly an overpressure switch that shuts down
the boiler if the pressure exceeds the set
level during a given time interval.

As a complement to the pressure mon-
itoring, there are e.g., rotary valve feed-
ers, shut-off valves and various methods
of ensuring that the fuel creates a barri-
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er in chutes or fuel bins. The temperature
in the fuel system is monitored continu-
ously and controls activation of the ex-
tinguishing systems in the form of steam
or water extinguishing, as well as inter-
locking of the fuel infeed, rotary valve
feeders. Simpler facilities with grate boil-
ers normally feature a thermomechani-
cal sprinkler which does not send a signal
to the control system, often supplement-
ed with a temperature sensor that triggers
an alarm at temperatures lower than the
activation temperature for the sprinklers.
The temperature sensors are virtually al-
ways mounted on the outside of chutes,
bins or feeders.

In most cases, the backfire protection is
effective against fires that start in the fuel
directly adjacent to the boiler and spread
backwards. In cases where for various rea-
sons an overpressure is created in the fur-
nace, however, the protection is limit-
ed or non-existent when it comes to un-
burned gases, and flue gas can be forced
back through the fuel system. Nor does
the fuel barrier provide reliable protec-
tion but potentially offers a certain lim-
itation which depends on the design of
the system and the fuel fraction. Rota-
ry valve feeders allow gases to pass back-
wards without any major limitation than
volume capacity, as long as they are in op-
eration. Slide gate valves normally do not
form a tight enough seal to guarantee
that gases cannot leak through. Temper-
ature monitoring in direct proximity to

the boiler, where the sensors are normal-
ly positioned, is far too slow in this type
of scenario and heating is often very lim-
ited due to the quick gas flow, low en-
ergy content and large mass to be heat-
ed. Even if the sprinklers were to be trig-
gered, for example, this does not affect
the quantity of gas forced backwards.

Normal course of events

The consequence of gases being forced
backwards over an “extended” period
(several seconds) or in short pulsing se-
quences due to disrup-
tion is that the hot gases
quickly heat smaller par-
ticles in the fuel and in-
side the fuel system. It is
quite probable that red-
hot particles will also be
brought along with the
gases from the boiler.
The environment is nor-
mally inert initially, due
to the fact that the gas-
es have forced the air
out of the system, which means that no
fire or explosion is triggered at first. Rap-
id cooling of the gases creates an under-
pressure which draws air into the sys-
tem again. The unburned gases, primar-
ily CO, are ignited by the heated parti-
cles as soon as the concentration of gas/
air is within flammability limits. This is
likely the reason for the explosions’ rela-
tive weakness in normal situations; com-
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“Fuel handling
systems
normally
tolerate very
limited pressure
increases.”

Signs of heating
from back-fire
and hot gases in
stoker screws
and bin.

bustion close to the flammability lim-

its is slow, which results in a lower explo-
sion effect. In some cases, however, the
gas explosion is caused by dust inside the
equipment and the fuel being swirled up,
intensifying the explosion if the concen-
tration is sufficient. This type of hybrid
explosion has more serious consequences
than pure gas explosions.

Fuel handling systems normally toler-
ate very limited pressure increases with-
out parts rupturing or opening up, which
means that the explosions appear to be
very severe. Flames and
pressure emitted can re-
sult in damage and/or
injury and in the worst
case result in dust being
swirled up causing a sec-
ondary explosion, po-
tentially with very seri-
ous consequences.

In most cases, ex-
plosions have occurred
in facilities which have
been in operation for a
long time with no previous incidents. So
what is causing these incidents?

Causes of overpressure

and gas dispersion

Naturally, the causes vary, and it has in
any case not been possible to identify
them with full certainty. There are exam-
ples of cases where boiler house ventila-
tion has been affected resulting in that the

Hybrid
explosion (gas
anddust)ina
chain conveyor
to BFB boiler.

differential pressure between the build-
ing/fuel system and the boiler shifting,
whereby regulation of the boiler no long-
er functions as normal. Problems with
heavy agglomeration of the fluid bed have
in one case been the probable root cause.
However, the predominant root cause es-
tablished has been design flaws in fuel in-
feed systems and shortcomings in the
control of these systems. This phenom-
enon is found primarily in grate boilers/
ovens where the infeed often consists of
either a fuel chute with so-called “stoker
screws” or hydraulic pushers with varying
configurations of fuel volume as a buffer
and a barrier adjacent to the pushers.

The flaws in the fuel systems’ design
often leads to uneven and unreliable fuel
infeed and poor distribution of fuel across
the grate. This is compensated through
the regulation of combustion air and flue
gas fan, which allows the boilers to func-
tion with no serious deviations but hardly
optimal combustion. However, in certain
operating conditions or during certain se-
quences, it is likely a close call in terms of
the limit before the furnace— whether all
of'it or a small, localised section — which
entails a risk of gases being forced back-
wards in the fuel system. The cause for
the threshold being passed may for exam-
ple be
e Changes in the fuel, new fuel or e.g.,

increased amounts of fine fractions,

change in fraction distribution, change
in moisture content, etc.

e Changes in control systems, re-
programming, changed parameters,
adjustment of regulators, etc.

e Malfunctioning sensors or guard
switchers

e Wear and tear on the fuel infeed
equipment

e Malfunctions, insufficient monitoring
oflevels in the fuel buffer bin

Risk identification
and Risk assessment
What can be made to get in control of
the risks? How can the risks be managed?
Assessment of the risks associated with
this type of incident requires an survey
of the design of the fuel system in rela-
tion to which fuels are being handled. It
is also necessary to review how the facil-
ity is controlled, as well as alarm thresh-
old values and automatic functions in the
event of deviations. Interviews should be
conducted with operating personnel re-
garding previous deviations, “normal”
problems and experiences. Based on this,
it may be possible to identify weakness-
es which could entail a risk of explosion
and to assess the consequences of such an
event.

Risk reduction measures

The first priority in reducing the risk of
explosion should be to reduce the prob-
ability of unburned gases being forced
backwards to any considerable extent.
This may require concrete measures such

as the rebuilding of fuel infeed equip-
ment, installation of barriers, replacement
of protection and sensors, etc. It may also
entail the adjustment of alarm threshold
values and the need to improve control of
the fuel infeed and combustion.

If it is not possible to assess whether
the risk level will be tolerable following
implementation of these measures, con-
sequence reducing measures such as in-
stallation of explosion protection com-
ponents, venting, explosion suppression
systems and audio/visual alarms to warn
personnel may be necessary. l
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3D printed spare parts
- a potential risk?

What are the risks
associated with 3D
printed spare parts?

printing has been around
for quite a while already but
only in recent years has the

technology developed and expanded into
various new industrial areas. Spare parts
management is an important and com-
plicated element of the maintenance pro-
grammes of industrial companies. Indus-
trial machinery constitutes a long-term
investment and may need to be main-
tained, repaired and updated for decades
to come. Doing this cost effectively and
reliably is a challenge.

3D printing

The Digital Spare Parts Project by Aal-
to University and the VIT Technical Re-
search Centre of Finland show how digi-
talisation and 3D printing provide oppor-
tunities to industries to streamline their

business processes. However, the many
changes also mean there is a possibility of
new risks.

The basic idea of 3D printing was in-
vented as early as the 1980s. It is also
known as “additive manufacturing” as 3
dimensional objects are produced by add-
ing material layer by layer from a print-
er. The objects can be virtually any shape
based on a digital data model. The tech-
nique is being applied to an increasingly
broader range of areas from the produc-
tion of spare parts, components, medical
devices based on a patient’s own meas-
urements, clothing, toys and pharmaceu-
ticals up to large building materials.

The technology has developed to sup-
port serious high-tech applications in the
manufacturing industry, even in quality-
critical industries like the automotive and
aerospace industry. A digital file is cre-
ated in computer-aided design (CAD)
software and stored in a file format from
which the 3D information can be sliced
into hundreds or thousands of 2D lay-
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ers. The printer understands the file and
prints the slices as layers on top of each
other and produces the three-dimension-
al object.

The materials used in 3D printing are
mostly plastics, metals or ceramics. The
chemical and physical characteristics of
the materials and their bonds vary. The
choice of materials has increased rapid-
ly enabling ever wider applications. How-
ever, the amount and quality of materi-
als suitable for processing through tradi-
tional manufacturing technologies such as
forging and moulding are even greater.

Industrial spare parts

The maintenance of machinery requires
systematic service and available spare
parts. The Original Equipment Manufac-
turer (OEM) is the natural manufacturer
and supplier of the parts. This means that
production is centralised on site at the
manufacturer. The client’s urgent need to
have a specific spare part at hand depends
on the equipment and process. In just-in-

time conditions, even
the slightest error

or unexpected inci-
dent may disrupt op-
erations and delay the
availability of a spare
part, consequently
jeopardising the conti-
nuity of the operation.
To manage the risk, plant operators need
to strike a balance between their own
warchouse carrying a range of spare parts
and the manufacturer’s ability to quick-
ly supply the required parts. However,
maintaining large spare part warehouses
ties up capital and is counter-productive
from a business perspective.

This is where the benefits of 3D print-
ed parts enter the picture. They can be
produced locally and quickly on site by
the customer or on site by the mainte-
nance service provider. Besides offering
availability, the method also enables up-
dated versions and other modifications.
This requires, of course, the digital infor-
mation for the design to be available.

Quality assurance

3D printing technology does not produce
precisely similar materials to tradition-

al methods. This does not mean that the
spare parts wouldn’t be as durable as the
original parts. But it is important to adapt
quality control to ensure the product is
suitable for its purpose.

Typically, the parts will also need post-
processing and there are numerous pa-
rameters that must be controlled to en-
sure quality. This is more challenging as
there are currently no uniform quality-
control procedures. The lack of stand-
ardisation and possible certification poses
further challenges.

Supply chain

The more parties in the supply chain, the
more contractual relationships. Manag-
ing supply chain risks may involve deal-
ing with the OEMs and manufacturers of
printers and suitable raw materials, dig-
ital modelling, software, testing equip-
ment, etc.

Liability

The manufacturer and seller of a spare
part is liable if the part is defective and
causes injuries to personnel or damage to
property. Between commercial enterpris-
es the liability is based on the sales con-
tract. In the contract, the parties agree on
the product specifications, delivery and
consequences of any breach of contract
such as a defect. The Sale of Goods leg-
islation complements the sales contracts

“We see that spare

parts management

requires a complex
balance between
risks and costs.”

with default regula-
tions if something has
not been specifically
agreed. Usually, sell-
ers are liable for di-
rect damage without
their own negligence
and for consequential
losses through neg-
ligence, but these can be freely agreed
upon.

When users of the part produce the
part themselves, several liability issues
arise. The user is the manufacturer so
there is no seller. But what about the sell-
er of a 3D printer? Again, it depends on
the contract whether there is any liabili-
ty. Very easily the damage caused by the
products would be outside of the print-
er producer’s contractual liability as in-
direct damage. A digital file may be de-
veloped in various ways from the origi-
nal CAD file or by measuring or scanning
the original part. There could be alterna-
tives for the liable party. Other potential
parties include the material manufactur-
ers or sellers and the software providers.
Contractual relationships form a wide and
complex matrix. Quality control of the
parts by the user may remain the essential
safeguard against damage.

Liability for bodily injury caused by de-
fective physical products is based on strict
liability of the manufacturer according to
Product Liability Law. This applies also
to accidents caused by heavy machinery
or their components at industrial sites.
When producing parts through 3D print-
ing, even this becomes complicated. Who
the manufacturer is in the legal interpre-
tation may be unclear.

IPRs, Cyber

There are risk issues that are not handled
further here including the use of pat-
ents and other IPRs and cyber risks. An-
ything digital may be hacked one way or
another.

Risk management

Spare parts are important to continui-

ty of the operation. Their availability may
dramatically impact downtime and risk
of Business Interruption. Thus, an in-
dustrial company must have a sound risk
management programme that address-
es all factors that expose the compa-

ny to machinery breakdowns and conse-
quential business interruptions. This in-
cludes the management and supply of
spare parts. The criticality of each part
to the process should be assessed. Criti-
cal parts need to be available, which usu-
ally means they are stocked by the plant.

This can be achieved through VED clas-
sification — Vital, Essential and Desirable.
It is important for vital parts to be avail-
able even if they would be improbable to
wear out like the consumable parts such
as bearings.

We see that spare parts management re-
quires a complex balance between risks
and costs. The availability and delivery
times vary. Besides these issues, risk man-
agement may include follow-up of indi-
cators in the use of machinery that an-
ticipates future risks, thus giving more
time to arrange parts to become available
when needed.

Liability issues mean that there may not
be any liable party to claim damages from
in the event that the spare part does not
fulfil its function or breaks. Managing li-
abilities means assessing contractual rela-
tionships and using contractual terms and
specifications systematically.

Business Interruption

Property insurance for an industrial policy
holder covers accidental physical loss, de-
struction or damage to insured property,
which was not intended by the insured or
could not have been foreseen by the ex-
ercise of reasonable care and skill on the
part of the insured. Insurance coverage
also supports any well-maintained proper-
ty when 3D printed spare parts are used.
Naturally, there may be safety regulations
or other requirements. However, in the
standard terms, 3D printed parts do not
receive special attention.

The same applies to Business Interrup-
tion insurance. The coverage is tied to
the insured events covered by the Proper-
ty insurance.

Liability
As explained in this article, liability re-
lations may be complex when industries
start producing their own spare parts. But
whenever there is liability, liability insur-
ance is valid. Product liability policies of-
fer protection to the manufacturer if 3D
printers or raw materials are defective and
cause damage or injury. General liability
policies offer protection, for example, in
the event of errors during assembly.
Consultant’s liability covered by Pro-
fessional Indemnity insurance may cover
design errors. M
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The digital spare parts project

Risk Consulting
magazine has inter-
viewed senior scientist
Sini Metsa-Korte-
lainen from VIT

on the results of the

digital spare parts
project.

You were part of the Dig-
ital Spare Parts project
conducted by Aalto Uni-
versity and the VIT
Technical Research Cen-
tre of Finland Ltd in con-
junction with some indus-
trial companies. Could you
tell us about the project’s
targets and methods?

The main goals of the project
were to create a business concept for dig-
ital spare parts and to lay the foundations
for a functional ecosystem, analyse the
current and future performance and com-
petitiveness of spare parts manufactured
using a 3D printing process, increase the
efficiency and speed of spare parts pro-
duction and distribution with the new
operating model, and create a roadmap
for digital spare parts. During the project
we collected information on the current
situation of the companies and their fu-
ture prospects by organising one-on-one
and group interviews, workshops, semi-
nars, visits, international research scientist
exchanges and surveys. In addition, many
demonstration parts, which were original
parts of companies participating in the
project, were manufactured and analysed.

What are the essential developments
in 3D printing technology that enable
its increased use in industrial spare
part production?

At the moment, there are certain issues
that must be developed before a wid-

er implementation of 3D printing in the
manufacturing of spare parts can start.
Technologically and economically-fea-
sible 3D printable spare parts should be
identified from spare parts libraries in a
systematic way, and methods should be
developed for automation of both order-
delivery processes and the different phas-
es of the manufacturing chain related to
3D printing.

Sini Metsi-
Kortelainen

The stages of development neces-
sary for and directly linked to 3D print-
ing technologies mainly relate to materi-
als and the quality of the parts. It should
be noted that 3D printing differs from
traditional manufacturing methods and,
for example, produces a unique micro-
structure and surface finish. Material se-
lection for 3D printing is quite limit-
ed when compared to the materials avail-
able for traditional processes. Thus,
the digitalisation of spare parts
and their further manufac-
ture utilising 3D printing
may lead to the use of sub-
stitute materials. It is essen-
tial to gather more infor-
mation on 3D printing ma-
terials, the effects of different
post-treatments and compare
the properties with tradition-
al materials. In addition, qual-
ity-assurance methods, general
rules for IPR protection, and methods for
safe data storage and transportation must
be developed.

What are the main benefits of 3D
printing applied to industrial spare
parts production?

The main benefits are making spare parts
service businesses more efficient and
achieving significant cost savings: availa-
bility of spare parts is improved, custom-
isation of parts is enabled, delivery times
will become shorter and the manufactur-
ing of individual parts or small batches
will become cost effective. In addition to
manufacturing and warehousing or trans-
portation costs, it is also important to

be aware of the costs of downtime that
can become so significant that the price
of the spare part itself becomes insignifi-
cant. 3D printing enables new spare part
concepts like smart spare parts: differ-
ent kinds of small objects can be embed-
ded into parts during the manufacturing
phase. Smart spare parts are suitable for
condition-based monitoring, tracing and
part identification.

Did you identify or assess risks that
stemmed from 3D printing methods
in spare parts production?

In the project we did not focus on

the risks but some risks were certainly
brought up, especially in the company in-
terviews and workshops. These risks were
related to materials and quality, IPR,

30 I1F’S RISK MANAGEMENT JOURNAL 1,/2018

ownership of 3D models, data storage
and transportation, lacking standards and
certificates, different 3D printing process-
es and information flow between the dif-
ferent parties.

Do you consider that the risk manage-
ment framework of this production
method requires reassessment for in-
dustrial production equipment and
machinery? What kind of changes are
needed?

3D printing should be seen as a new sup-
plementary manufacturing method along-
side many conventional manufacturing
methods. The materials and the processes
related to 3D printing have not been ex-
tensively standardised but, in the future,
the situation will be different, particular-
ly in industrial 3D printing. The rules re-
garding digital data ownership and use
must be formulated and included in the
contracts between the OEM company and
the 3D printing service provider, for ex-
ample.

How widely used is 3D printing in
production industries? Is the poten-
tial understood and are the industries
already accustomed to using 3D?
3D printing technologies have attracted
the interest of the manufacturing indus-
try and the general public more than ever
before. Many companies are currently
evaluating the feasibility of adopting 3D
printing technologies into their business,
whereas some companies did this decades
ago. The sale of 3D printed products and
services has grown year on year and was
close to USD 6.1 billion in 2016. It is ex-
pected that growth will accelerate and the
size of the industry will be USD 26.2 bil-
lion by 2022 according to Wohlers re-
port 2017.

Currently, 5% of company spare parts
are suitable for conversion into digi-
tal spare parts and it is expected that the
proportion of digital spare parts will in-
crease to 10% in 2028. W

MATTI SJOGREN
matti.sjogren@if.fi

Microplastics -

Waste material being discharged into the environ-
ment through human activities is a common source
of global risk. We depend on the environment. Re-
cently, pollution resulting from plastic has been
hotly debated. This is not a new problem - the
plastic littering the oceans was noticed decades
ago - but the focus has shifted to all the sources
and waste degradation in the oceans and in other
environments.

It is no longer a question of local pollution. The
resulting microplastics are ubiquitous. Through
major mechanisms of the globe such as riv-
ers, ocean currents and winds, microplastic par-
ticles end up in the food chain. In recent studies
they have been found in all kinds of bottled wa-
ter, in spring water pumped from the ground, in
fish and other animals and in the soil that produc-
es our food. And it is not only waste that is spread-
ing and disintegrating. Many products like cosmet-
ics contain microbeads that are washed directly
into drainage systems. This also includes the par-
ticles released from synthetic materials in ordinary
washing machines.

It was estimated last year that the volume of mi-
croplastics added over a 12-month period to the
farmlands of Europe would be between 63,000 and
430,000 tonnes.

The effects on wildlife, soil and on humans have
been researched but this research is at an ear-
ly stage. There is no direct evidence of the short-

a global risk

or long-term effects on human health. But there
are many worrying signs indicating that microplas-
tics are not supposed to be in the digestive organs
of humans or animals. Microplastics cause clear
changes in the functions of microbes, insects and
other small animals and then continue through the
food chain.

This is not a risk that can be directly addressed
by individual companies or persons. The risk is sys-
temic and is about the way we use plastics in prod-
ucts, packaging and for other use purposes. Glob-
ally, about 300 million tonnes of plastic is produced
annually meaning that about 8% of oil production
is used for this purpose. Most of it is discarded as
waste. Plastic is a very stable material and will stay
in the environment for centuries.

It is still difficult to say how the problem of
plastic in the ocean will be addressed as there is
controversy surrounding the most suitable ap-
proach. B
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Tech scams
on therise

Microsoft said
that email scams,
fake websites, il-
legitimate phone
calls and mal-
ware are getting
worse, according
to Forbes Mag-
azine. Microsoft
said it received
153,000 reports
in 2017 across 183
countries from
customers that
came in contact
with scammers.
This is up 24 per-
cent from 2016. In
December 2017,
Microsoft re-
ceived a report of
a scammer emp-
tying a bank ac-
count of €89,000
during a tech sup-
port scam in the
Netherlands.
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“Whenever a flood takes a major
production plant by surprise,
many jobs will be lost.”





