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Covering
the risks of
the future

IF IS KNOWN in the market as a competent insur-
ance company that truly understands risks. To keep
that position, we focus on and invest in developing
our business — so we can change fast and meet our
clients’ expectations.

These days, we are working to give our clients
an easy and seamless experience. I will give you
some recent examples of what we have done:

* A transparent and clear overview of global
insurance through new If Login pages for large
corporations.

e Accurate pricing and a precise global location
overview of all insured properties through a new
digital underwriting tool, giving an instant over-
view when something occurs.

e International services in 170 countries with
Nordic client teams, ensuring the best compe-
tencies for our clients.

We firmly believe in close partnerships with our
clients, which is the only way forward to share our
extensive knowledge on how to best manage risks.
We do it large scale through experiments such as
sandwich panel tests and PV panel tests, and daily
by working with our clients on the management
of risks.

We share the insights we get from working with
our clients on our Insight pages at https://www.
if-insurance.com/large-enterprises /insight. Here
we publish useful articles and videos. Right now,
you can learn more about things such as cyber
risks, natural hazards, and business
interruption,
to mention just a few. We con- <>,
stantly add new material and ar-
ticles to the site. )

And you can, of course, find
this and previous editions of
Risk Consulting Magazine on
the website.

Safe reading!

POUL STEFFENSEN
Head of BA Industrial, If
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Germ infested security

ON A BUSINESS TRIP? According to

the results of a new study by Finnish and
British researchers, half of plastic airport
security bins may carry viruses that cause

respiratory infections, according to The
Guardian. The surfaces were swabbed at
Helsinki airport as part of a scientific in-
vestigation carried out by experts from the
University of Nottingham and the Finnish
national institute for health and welfare
during the winter of 2016. Conclusion:
Hand-washing and careful coughing hy-
giene are crucial to the control of conta-

gious infections in public areas with high
volumes of people passing through. The
most common virus found was rhinovirus,
which causes the common cold, while the
samples also included the influenza A virus.
“People can help to minimise contagion by
hygienic hand-washing and coughing into
a handkerchief;, tissue or sleeve at all times
— but especially in public places,” professor
of health protection, Jonathan Van Tam,
said. “These simple precautions can help
prevent pandemics and are most important
in crowded areas like airports.” M

NEWS

Ransomware may
cost city 17M dollars

The ransomware attack that took
down the city of Atlanta’s computer
network in March could cost taxpay-
ers 17 million dollars, according The
Atlanta Journal-Constitution. The
ransomware incident in the US city
knocked out services such as warrant
issuances, water requests, new in-
mate processing, and online bill-pay
programs across multiple city depart-
ments. To unlock the city’s systems
and data, hackers demanded 51,000
dollars worth in bitcoin, which the
city refused to pay. The full extent of
the damage is not yet clear.

Insurer sent in private
wildfire experts

This summer, during the largest
wildfire in Californian history, an

US based insurer sent in private fire
fighters and experts. “Before a wild-
fire, we know where all our clients
are, where they live and how to con-
tact them, so when they’re in im-
minent danger of a wildfire, we give
them tactics as to what they can
do,” Paul Krump, Chubb Group EVP,
told CNBC. Last year Chubb’s teams
have visited more than 1,000 prop-
erties exposed to active wildfires.
Proactive wildfire mitigation has a
“huge return on investment,” Krump
noted in the interview.

Flying cars? No kidding

Japanese government is launching an
initiative with the private sector to
develop a future with flying cars, ac-
cording to Japan Times. The initia-
tive aims draw up a roadmap to com-
mercializing flying cars. So far the
concept has been largely theoreti-
cal. Government officials are part-
nering with companies like Boeing
and Airbus, as well as major Japanese
firms like All Nippon Airways, Japan
Airlines, and NEC. A group of engi-
neers are already developing a three-
wheeled car that relies on drone
technology to take flight. Toyota and
affiliated companies have invested
about 382,000 dollars in the project.

Climate change

The UK’s Prudential Regulation Au-
thority has issued a consultation
paper on ways insurers and banks
should manage financial risk arising
from climate change. Appropriate
governance, risk management, sce-
nario analysis and disclosure are the
main areas addressed. For govern-
ance, board-level engagement and
accountability are expected.
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“It’s all about preparmg
yourself for the future”

Over the past couple of years, Denmark’s biggest public company
in the field of rail transport, DSB, has been on a major Risk
Management journey. In close collaboration with If, DSB works
constantly to improve safety - both on and away from the tracks.
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PHOTOS: DSB

ith 500,000
people taking
the train eve-
ry day, 298
stations all
over the coun-
try, more than 7,000 employees and re-
sponsibility for buildings and workshops,
there is no shortage of safety considera-
tions for DSB to keep an eye on.

So Denmark’s biggest public compa-
ny in the field of rail transport also works
constantly to secure ongoing safety im-
provements in and around the business.
This includes a close dialogue with If,
with whom DSB has had a partnership
for years and with whom they have
just decided to continue this
partnership.

“If has been good at un-
derstanding what kind of or-
ganisation DSB is and con-
tributing input and sug-
gested improvements for
our safety. Then it’s up to us
to find out how their recom-
mendations fit into the journey
we’re on. But it’s a fruitful part-
nership, and this smart work
method helps to keep trains
running safely, which benefits
our customers,” says Gert Mik-
kelsen, Senior Vice President at
DSB.

One of the things he em-
phasises is the expertise that
If contributes to engineers’
reports.

“It’s always useful to have
a fresh pair of eyes looking at
your business from the outside.

Niels Dam,
General Manager,
Head of Development
and Enterprise,
DSB Real Estate

or building containing combustible insu-
lation material,” says Gert Mikkelsen.

Culture programme
DSB has several levels of Risk Manage-
ment. There is the overarching level, at
which DSB attempts to define the major
strategic pitfalls and risks that may affect
the business in the future. And then there
is the way they work on safety in everyday
work, where they have to make sure not
only that railway safety is in order, but
also that the underlying infrastructure in
buildings and workshops is also function-
ing optimally.
In this context, DSB has focused a lot
on making improvements in many
of their workshop areas and in
selected larger station build-
ings, explains Niels Dam,
who is General Manager
of Head of Development
and Enterprise at DSB
Real Estate.

“If has highlighted some
irregularities and put for-
ward some suggested im-
provements, which we’ve re-
viewed and acted on. This
has meant that we’ve had
lower insurance premiums,
which shows that this has

been a good partnership,”
says Niels Dam.

He explains that DSB
has, among other things,
improved or replaced au-
tomatic fire alarms at five
stations, and they have

conducted a major review
of Copenhagen Central Sta-

The engineers’ reports give us Gert Mikkelsen, tion in which they checked
inspiration, new knowledge and Se"'°rv'|§‘;§res'de"t’ that all installations and struc-

better conditions for producing

some loss scenarios. This good dialogue
also creates value moving forwards, as If
has tremendous experience and knowl-
edge of new construction projects, which
we can benefit from, for example when
we’re building new workshops,” says
Gert Mikkelsen.

He goes on to explain that the engi-
neers’ reports have created greater aware-
ness of how big the consequences can be
for the business if, for example, there is a
fire in a workshop.

“The engineers’ reports document very
clearly that there can be some hazards
that you might not give any thought to
in your everyday work, when the focus is
more on production. So even if it might
sound trivial, we’ve put a greater focus on
not storing combustible material such as
wooden pallets against a combustible wall

tures have been implement-
ed correctly. Sorting of waste is anoth-
er practical example of an area that was
highlighted, as well as the fact that the di-
alogue throughout the whole organisa-
tion has been enhanced.

“We’ve maintained a close dialogue
with our colleagues in the workshop ar-
eas, where we’ve reviewed what consti-
tutes a good safety culture. Of course
the technical installations must be in or-
der, but individual employees also have
to be aware that they mustn’t have com-
bustible material nearby when, for exam-
ple, they’re standing there welding some-
thing,” says Niels Dam.

Among other things, DSB has initiat-
ed a new culture programme, which aims
to inform and educate employees even
more in how each and every one of them
should act and keep an eye on making -
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The workshops at
DSB have defined
anew, common
standard for the
way they work.

A

sure that safety is the top priority as they
go about their daily work.

“It’s very important that we have a
strong safety culture and a few cultural
ambassadors, who help to make sure that
we’re complying with legislation and our
own regulations, and that there’s a com-
mon thread in the way we work with safe-
ty,” says Gert Mikkels-
en, Senior Vice Presi-
dent at DSB.

One example is waste
management out-
side station buildings.
When having combus-
tible material in a bin
and maybe a cardboard
container beneath the overhang of the
roof, it’s not hard to imagine what might
happen if a fire breaks out.

A unique opportunity

All in all, things have become more sys-
tematic and one thing DSB has done is
to produce a directory of responsibilities
with clear rules defining who is responsi-
ble for what.

“We’ve become better at streamlin-
ing the way we work at DSB. In the past,
for example, different workshops had dif-
ferent procedures for how they organ-
ised their work. We’ve become very much
aware that we need to define standards
for the way we work in order to make
sure that we have the level of safety we

“We've become
better at stream-
lining the way
we work at DSB.”

Pt T

want to have, which also takes into ac-
count the variety of tasks carried out at
the workshops,” says Gert Mikkelsen.

What is DSB’s focus for the future?

“It’s all about preparing yourself as well
as possible for the future,” explains Gert
Mikkelsen. And that means that DSB,
like all other companies, has to undergo
a process of modernisa-
tion. DSB is setting its
sights on being market-
oriented and the best in
Europe, which brings
its own demands. In
DSB’s case, they must
build new workshops,
and virtually the entire
fleet of trains must be replaced. This cre-
ates good conditions to become more ef-
ficient, by such means as improving inter-
nal processes and maintaining a constant
focus on customers.

“Right now, we have a unique oppor-
tunity in terms of creating new processes
and taking account of the work processes
we have now. There is of course a differ-
ence in the work processes from the time
of the steam engines to the present, when
we’re bringing in electric locomotives,”
says Gert Mikkelsen, adding:

“It means that we can now design our
infrastructure and buildings to meet the
needs we have today. This will help us
further improve the safety level with new
workshops and a modern, uniform fleet
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of trains, with all the benefits this will
bring to customers.”

New threats on the horizon

The world is changing all the time, as
does the threat profile. But which threats
is DSB focusing on looking to the future?

“We’re very much aware of the new
threats relating to IT, cyber security and
technology. We’re a crucial part of the
country’s infrastructure, so we have to be
prepared if there’s someone who wants
to harm us,” says Gert Mikkelsen, con-
tinuing:

“We saw, among other things, how big
the consequences were for A.P. Moller-
Mearsk, when they were hit by a cyber at-
tack, so that’s also sharpened our focus in
this area.”

He explains that DSB has for the first
time taken out cyber insurance, and that
they are working hard in general to safe-
guard control over their IT systems.

“We have a clear plan for what has
to be done, and we’ve earmarked some
money so that we maintain control over
our safety package in this area,” says Gert
Mikkelsen. W

RASMUS BARLAG
rasmus.barlag@if.dk

PHOTOS: DSB
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CLIMATE: INSIGHT

The rise of renewables
is one of the biggest
changes in the global
energy supply. Trans-
mission capacity and
networks play a central
role in our future
energy system, intro-
ducing also new and
emerging risks.

torms, floods, hurricanes,
and drought — the effects
of the changing climate
have been clearly visible all
around the world during
the past few years. Just the
past summer, with extreme heat, large
forest fires, and flooding distressing Eu-
rope, the increase in uncertainty has been
very tangible.

Not as the sole reason, but arguably
as a significant factor, there is an iden-
tified need to address global warming.
The Paris agreement, ratified by more
than 175 countries to keep global warm-
ing below two degrees, is based on sci-
entists agreeing that man-made carbon
emissions should reach zero by the end
of the century.

Quiet energy transition

With increasing pressure on the use of fos-
sil fuels, the focus is concentrating more
and more on renewable sources of energy.

In the past ten years, there have been
significant advances in renewable ener-
gy, especially in solar and wind power.
The rise of renewables is one of the big-
gest changes in the global energy sup-
ply, growing from 1% in 2006 to more
than 3% today.! The question is, are they
growing fast enough?

The International Energy Agency
(IEA) predicts energy demand to in-
crease on a global perspective by 30% be-
tween now and 2040, equivalent to an-
other China and India. The IEA also pre-
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dicts that renewables will account for 40%
of power generation by 2040.!

In Europe, and more specifically in the
Nordic countries, there is a quiet ener-
gy transition taking place at this very mo-
ment. The Nordics are investing massive
amounts in infrastructure to be able to
increase the production and optimise the
transportation of renewable energy.

Denmark, for example, is producing
excess wind power for its own needs that
could be transported to Norway, where
they again can use the energy to power
dams. The supply and demand must be
brought together, meaning moving pow-
er over great distances and finding ways
to do it efficiently.

Offshore windfarms spot the Baltic and
North Seas, connected to transformers
offshore and onshore through power ca-
bles placed on and in the seabed: sub-
sea cables. When a power cable is big and
long enough to connect between coun-
tries, it is called an interconnector.

A lot of intriguing projects in electrical
power have been completed or planned
in Northern Europe and in the Nordics,




“The price of wind power
is coming close to the
price of fossil fuel”

b

connecting countries with renewable en-
ergy. In the past twelve years alone, we
have seen the construction of large inter-
connectors such as Estlink in 2006 and
NordBalt in 2015. Nordlink, connect-
ing Germany and Norway, is planned to
begin operations in 2020, and there are
plans to build an artificial island in the
middle of the North Sea to service the in-
creasing number of windfarms.

The energy transition is going fast,
and one of the main drivers is cost. The
price of wind power is coming close to
the price of fossil fuel, now around five
to seventeen eurocents per kilowatt hour.
We are getting closer to the point at
which government subsidies become un-
necessary, and the predictions are that the
price will be as much as halved in the next
ten years. As it becomes a more and more
profitable business, we are seeing a shift
from traditional oil companies to the side
of renewables.

Driven not only by climate change and
profitability, but also by a political agenda,
this is the field of the future. The possibili-
ties increase as we learn more. In the future,

we might be looking at a combination of
different renewable sources: solar panels at
sea, power from the waves and tidal water,
with wind power on and offshore.

Whatever the combination will be, to
move and make efficient use of the ener-
gy, a lot of infrastructure is needed. The
scale and amount of investment is enor-
mous; energy companies are moving away
from fossils and investing billions in new
infrastructure in renewables. The estimat-
ed investments are as much as fifteen bil-
lion euros before 2025.

Ahead in the Nordics

The Nordic area is looking into energy
and renewables with an intense focus, be-
ing ahead of the rest of the world in tech-
nology and know-how.

Seeking strength in numbers, the Nor-
dic countries have unique and long-
standing co-operation in the energy field,
with 2015 marking the centenary of the
first subsea power cable between Den-
mark and Sweden.?

There is a vast number of different par-
ties involved — governments, academia

and research, energy companies, regula-
tory authorities, environmental and ener-
gy business organisations, electricity-mar-
ket participants, the EU, and many differ-
ent institutions.

The geopolitical landscape is in con-
stant flux. Global trade and climate pol-
icies are under pressure, and nationalist
tendencies are emerging in many coun-
tries, placing challenges on Nordic energy
co-operation. On a political level, there is
a strong will to form a more closely cou-
pled European Energy Union.? This is a
complex area, where cooperation across
borders is the key to achieving efficient
and competitive solutions.

Transmission capacity plays a central
role in addressing the future challenges of
the power system, as strong transmission
networks are a prerequisite for cost-effec-
tive operation and a green power system.

The European power system is under-
going a fundamental change in how elec-
tricity is generated and used, as well as on
a political and strategical level. The future
energy system will look different from
that of today, but it is not yet clear how. -
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CLIMATE: INSIGHT

Covering the Risks
“We underwrite risks that we under-
stand”. That is the philosophy that If
lives by.

Proud of'its highly competent and ver-
satile risk management, there are contin-
uedly new and unknown risks emerging
all the time.

The speed of development and change
has increased, as has the growing impact
from natural catastrophes and climate
change. But the driving force for If, when
mapping new risks, is our clients and their
needs. If wants to manage risks together
with the client, and goes where new risks
emerge and where the clients need risks
covered.

“The energy transition is bringing new
possibilities and risks, and we want to be
on that journey with our clients”, says If
Senior Risk Engineer Mak Olieman.

“If has been insuring renewable ener-
gy such as solar and wind power for more
than twenty years already, and the risks
onshore are well known and covered.
With a growing need to transport energy
from sea to land and over long distanc-
es between countries, we
also needed to learn about
the risks at sea. Subsea ca-
ble technology is finally in

“The energy
transition (s

other parts of the risks as thoroughly as
possible is crucial,” Ester continues.

Mapping the risks

In conquering the new area and trying to
answer the needs of the clients, If chal-
lenged its internal guidelines and created
new tools to estimate and study the risk.

One of the tools used with subsea ca-
bles was Risk Mindmapping. Versatile,
alive, and comprehensive, with the main
focus on creating a dialogue with the cli-
ent, this simple and straightforward tool
has been an excellent fit for mapping such
a complex risk.

“The tool brings structure to the pro-
cess and makes something very complex
casier to access and support, both inter-
nally and externally”, says Ester enthusi-
astically.

Placing and burying a long and large
power cable in the seabed, with an off-
shore windfarm at one end and highly
complex technical and expensive substa-
tions offshore or onshore at the other, is
a rather delicate and complicated process.

Looking into the claims history, we
learned that one of the
greatest risks comes from
fishing, with nets and an-
chors catching the sea-

a mature state, making it . . bed cables in shallow wa-
sensible to look into insur- b r “/?g lmg rnew ters. The sea itself, with its
ing1 t,},lc;iri(sks ona larger pOSS[b[“U@S Wavcsl,l tidcls, and currents,
scale”, Mak continues. . » as well as the varying sea-
“The project was start- ar d rs k S. bed formations, also poses

ed based on client requests,

but we were all driven by the strong be-
lief that there is business in this area, for
us and for our existing clients, as well as
for new ones. We have many clients in the
slowing traditional energy business, and
we want to support them as they move
into renewables.”

“This was a very complex and multi-di-
mensional project. Studying the risks of
subsea cables, one has to look into many
possible factors, from the cable itself to
the sea and to several possible external in-
fluences”, says Account Executive and
Project Manager Ester Hofman-Bang.

“There was a great amount of work
and research done in general in this area,
and we did a comprehensive literature
study to learn and continue further.”

“With subsea cables, we are operat-
ing at sea, still largely unexplored and un-
known. We are learning more and more all
the time, but as the sea still possesses many
unknown characteristics to us, knowing

a risk for the cables. In ad-
dition, construction, transportation, and
maintenance, as well as continuity plan-
ning, all play a part in the risk map for
subsea cables.

“Risk Mindmapping guides us to reflect
on all the relevant aspects of the risk, for
the benefit of both If and our clients, and
to mitigate the risks”, Ester concludes.

Assessing with Subseagator
“In addition to using Risk Mindmapping,
we also developed another internal risk as-
sessment tool called Subseagator — a spe-
cific tool for mapping subsea cable risks
and the related infrastructure, making sure
we ask all the right questions”, Mak says.

Subseagator, similar to If’s Navigator
tool for other kinds of risks, is an evaluation
tool to support underwriting and to be able
to assess the quality of the risk better.

“Qur clients provide the information
for the evaluation, and they want to do
that, in order for us to be able to provide
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the best possible premium for the pro-
ject,” Mak continues.

“We do individual underwriting for
these kinds of big projects, and to be able
to give our clients the best possible price,
we need open and transparent dialogue.
It is complex for both the insurer and for
the client, so we need to establish trust
both ways,” Mak concludes.

Head on to the challenge

“The energy transition is going forward
fast, and we want to be a part of it. We
don’t shy away from the challenge — we
are excited to dive in.”

“Developing and building different
tools, and increasing our knowledge in
tight cooperation with our clients, is how
we grasp complex risks on such constantly
evolving and changing areas”, says Mak.

“We also use our vast knowledge
throughout the Nordic countries and Eu-
rope, and seek to work without national
or business borders. With the subsea ca-
ble project, we had our highly skilled pro-
fessionals from Denmark, Finland, Swe-
den, Norway, and the Netherlands work-
ing together. We had our different lines
of business widely involved, gathering
knowledge and utilising expertise from
property, liability, marine cargo, construc-
tion, and claims and legal departments to
work together on this”, Ester says.

“With such a complex area like energy,
we need the right resources and compe-
tencies - we need to use the full spectrum
of our know-how.”

There is no doubt that there will be big
developments and changes in the energy
field, and If wants to be part of that de-
velopment - together with our clients. l

IDA TUONONEN
ida.tuononen@if.fi
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In Stockholm

the rebuilding of
Slussen will reduce
the flood risk for
municipalities
upstream.

\

CLIMATE: SURVEY

Climate change adaptation

- survey in Swedish municipalities

Most municipalities in Sweden have just started with
climate change adaptation, but it is a requirement by law.

s long ago as 2007,
the Commission on
Climate and Vulnera-
bility stressed that cli-
mate change adapta-

tion needs to start in
Sweden. However, almost 10 years later,
several surveys showed that, with a few
ambitious exceptions, most municipalities
have just started their climate change ad-
aptation work. Based on these results, If
and several other leading insurance com-
panies in Sweden proposed that all mu-

nicipalities should analyse how they can
be affected by climate change. This pro-
posal became a legal requirement on 1
August 2018.

In 2007, the Commission on Climate
and Vulnerability, which was appoint-
ed by the Swedish Government to assess
how Swedish society can be affected by
climate change, presented its final report,
“Sweden facing climate change — threats
and opportunities” (SOU 2007:60). The
commission concluded that the future cli-
mate in Sweden will be warmer and wet-

ter, and as a result the risk of, for ex-
ample, floods, landslides, erosion, heat
waves, and forest fires will increase. A
changing climate would, however, also
provide some opportunities. For example,
Sweden’s energy balance would benefit
due to a reduced need for heating, which
by far would outweigh the increased need
for cooling, and increased hydropow-

er potential. Based on these results, the
commission proposed that climate change
adaptation work should start at once in
order to reduce risk. The principal fea- >
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CLIMATE: SURVEY

tures of the climate scenarios, albeit un-
certainties, were considered sufficiently
robust to be used for planning and imple-
mentation of adaptation measures. The
Commission highlighted that municipal-
ities, which are responsible for physical
planning, building development, water,
sewage, and rescue services, are central
components of effective climate change
adaptation. To assist municipalities, the
Commission suggested that the county
administrative boards should be given a
key role in coordinating the work in rela-
tion to municipalities, businesses, and re-
gional sector authorities.

Comparison and ranking

Almost 7 years later, in autumn 2014, If
and several other leading insurance com-
panies, via Insurance Sweden, initiated a
first study in order to map Swedish mu-
nicipalities” work on climate change ad-
aptation in 2015. The aim was to inves-
tigate how far municipalities have come
in their work and also to highlight best
practices. The survey results formed the
basis for a comparison and ranking of the
municipalities” work. This first survey was
followed by follow-up studies in 2016
and 2017. The surveys were conducted
by the IVL Swedish Environmental Re-
search Institute, a leading institute on ap-
plied environmental science.

In 2017, the survey “Klimatanpassning
2017 — s lingt har kommunerna kom-
mit” was conducted during the period
January to March. The survey was sent to
all 290 municipalities in Sweden, and of
these, 202 responded. A total of 31 ques-
tions, plus follow-up questions, were in-
cluded in the questionnaire. The ques-
tions were based on the Adaptation Sup-
port Tool, developed by the European
Commission, which provides guidance on
how climate change adaptation work can
be systematically implemented through a
siX-step process.

The survey results showed that almost
all municipalities (201 out of 202) believe
they will be affected by climate change,
and especially by increased precipitation,
changed water flows, and increased tem-
peratures. Most municipalities (9 out of
10) state that they are currently work-
ing on climate change adaptation. How-
ever, almost a third (3 out of 10) of the
respondents have not analysed how they
can be affected by climate change and ex-
treme weather events. Among those who
have analysed how they can be affected, 6
out of 10 have also identified their most
vulnerable sectors and geographical loca-
tions. Somewhat more than half (6 out of
10) of the municipalities have implement-

1. Preparing
the ground

6. Monitoring
and evalutation

5. Implementation

The
Adaptation
Support
Tool

2, Assessing
risks and
vulnerabilities

3. Identifying
adaptation
options

4. Assessing
adaptation
options

ed adaptation measures, which are primar-
ily measures aiming to reduce the risk of
flooding. Only very few (2 out of 10) mu-
nicipalities have conducted a follow-up
and evaluation of their adaptation work.

New cloud-burst model

The survey results also formed the basis
for a comparison and ranking of the mu-
nicipalities” work on climate change ad-
aptation. Based on their survey responses,
the municipalities were awarded points
(maximum points 33). The ranking show
that 139 out of 202 (i.e. 7 out of 10)
municipalities have a total score that is
less than half of the maximum points. Ap-
proximately 4 out of 10 score less than
10 points. This indicates that while a

few municipalities have come far in their
work, including Uppsala, Stockholm, and
Lomma, the majority have just started
their work on climate change adaptation.
In general, large municipalities, which
have more resources, have come further
in their work. Inland municipalities have,
in general, not come as far as municipali-
ties along the coast.

Uppsala has long tradition of working
on climate change adaptation, inter alia
because the river (Fyrisin) that runs
through the city has flooded on sever-
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al occasions over the years. To make sure
the city can handle an increased risk of
flooding, the city is making sure to in-
clude dams and “space for water” when
planning and developing new urban are-
as. Uppsala and the Public Health Agen-
cy of Sweden have also conducted a pilot
project investigating how to protect vul-
nerable groups during heat waves. Lom-
ma is a low-lying coastal municipality in

Top ten

municipalities in 2017

Ranking Municipality Score*

1. Uppsala 33

2. Lomma 32.5
Stockholm 32.5

3. Vinersborg 32

4. Vaxjo 31

5. Botkyrka 30.5

6. Danderyd 30.5
Eksjo 30.5
Sundsvall 30.5
Visteras 30.5

*Maximum score 33 points
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the south of Sweden. The municipality
has analysed how different sectors in the
municipality, including housing, infra-
structure, and agriculture, can be affect-
ed by rising sea-levels and torrent rain, as
well as landslides and erosion. In Stock-
holm, the rebuilding of Slussen, which
was suggested by the Commission on Cli-
mate and Vulnerability in 2007, will dou-
ble the capacity to channel water from
Lake Miilaren to the sea, which will re-
duce the flood risk for all the municipal-
ities around the lake. Stockholm has also
developed a cloud-burst model that can,
for example, simulate a 100-year rainfall,
and produce scenarios that can be used
in the planning process. The model can
identify vulnerable areas, which then need
to be analysed in greater detail in order
to assess potential damage and identify
proper adaptation measures.

Based on the results of the survey, In-
surance Sweden and the IVL Swedish En-
vironmental Research Institute provided
some recommendations regarding climate
change adaptation work in Sweden:

¢ All municipalities need to work on cli-
mate change adaptation. Although
some municipalities are more vulnera-
ble than others, all municipalities will,

to some extent, be af-
fected by climate change
(e.g. all municipali-

ties will be affected by
torrent rain and heat
waves). Thus, all munic-
ipalities should analyse
how they can be affect-
ed by climate change.
Climate change adaptation work in mu-
nicipalities needs to be long-term and
systematic, in line with the Adaptation
Support Tool principles, in order to be
efficient.

Smaller municipalities (less than 10,000
inhabitants) have, in general, not come
very far in their work and, in many cas-
es, need assistance. The climate change
adaptation coordinators in the re-
spective county board administration
should provide support to smaller mu-
nicipalities, if needed.

In November 2015, the Swedish Gov-
ernment appointed a government inquiry
to assess and present recommendations
on how to enhance climate change adap-
tion work in Sweden. The results of the
above-mentioned surveys were part of
the instruction to the inquiry, and when
the inquiry presented its final report in

All municipalities
need to work on
climate change

adaptation.”

Uppsala has
worked with
climate change
adaptation for a
long time.

May 2017, it recom-
mended that all mu-
nicipalities should an-
alyse how they can be
affected by climate
change. As of 1st Au-
gust 2018, municipal-
ities are required by
law, namely by means
of the Planning and Building Act, to pre-
sent an analysis of climate-related risks
and preventative measures.

The next time a survey on climate
change adaptation work is conducted,
we hope to have a more uplifting result,
showing that municipalities are taking
this very important work seriously and
are implementing the necessary meas-
ures to reduce risk and adapt society to a
changing climate. l

PHILIP THORN
Philip.thorn@if.se
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CLIMATE: LOSS PREVENTION

- a challenge for
property Owners
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In the Nordic region, last winter gave us an exceptional amount of
snow. Because of this, our clients and customers experienced more
snow load-related damages than would normally be expected.

his winter it is natural to

ask ourselves if we and

our clients learnt any-

thing from last year’s ex-

perience. I believe it is

fair to say that even if an
insurance cover provides good economic
protection from damage caused by snow
load, it is always better to try to avoid
such damage.

First and foremost, we all need to re-
alise that snow load represents a signifi-
cant risk that could compromise building
structures. In some cases, people may also
be severely injured, even fatally, by col-
lapsing buildings or snow sliding oft roofs
and the like.

Reducing risks - what to do?
Follow the weather forecast. A lot of wet
snow in a short period of time may rep-
resent a significant danger. Snowfall fol-
lowed by rain may also pose an increased
threat, as the water content of the snow
will increase, and so
the weight per square
metre will also increase
significantly.

One should always
be prepared and have
plans for the removal
of snow load, as snow
load represents a gen-
eral and repeating risk.
In geographical are-
as with a lot of snow, removal, as well as
measuring snow load and snow depth on
roofs, should be considered a general and
normal necessity.

It is important not to jeopardise safety
when removing snow. This will normal-
ly imply that such undertakings should
be left to professionals, who will remove
snow safely and in a skilled way. Apart
from posing a significant risk of person-
al injury, unloading may, if done wrong-
ly, actually cause additional damage,
for example, if the load on the building
or structure becomes increasingly une-
ven during unloading. Unskilled workers

A lot of wet
snow in a short
period of time
may represent a
significant danger.”

may also damage the roof when remov-
ing snow, causing water to penetrate the
roof. Furthermore, trained personnel will
also consider the risk and take appropriate
measures to avoid harming people due to
snow and ice falling from the roof.

Watch for signs — is anything starting to
give way? Any cracks or noise? Are doors
and windows increasingly hard to open
or close? These may all be signals that
something needs to be done sooner rath-
er than later. In the long run, monitor-
ing the girders of buildings is not uncom-
mon. Such monitoring is a good and rela-
tively easy way to detect deformation and
gives an early warning if something needs
to be done. Monitoring and measuring
snow depth on roofs should always be
considered a viable option to detect pos-
sible problems early.

Sometimes frozen drainage systems
may cause snow and ice to build up on
the roof. To avoid this, consider installing
heating in the drainage system, especial-
ly in geographical are-
as with a climate where
the temperature fre-
quently varies from be-
low freezing to a mild-
er temperature.

Even though old
buildings may have
been exposed to a
heavy snow load over
many years without
suffering any damage, the structure may
have been weakened over time, and may
therefore be more prone to such damage
than in previous years. One should take
this into consideration when deciding
the need for an inspection, and deciding
when to start unloading snow. Sometimes
an unusual wind direction in combina-
tion with heavy snow may cause stress to
the building structure that is unusual and
causes unexpected damage.

Insurance cover
Most property insurance covers damage
caused by snow load. If you are in doubt

about whether your insurance policy
would be sufficient, ask us!

The cover is normally dependent on
property owners taking good care of their
buildings, meaning that the owners do
what they are reasonably expected to do
to avoid snow load damage. The own-
ers must, to the best of their ability, make
sure that snow is removed before the
snow load becomes a problem.

In the real world, unexpected situa-
tions happen. The snow may be accom-
panied by heavy rain; the snow may be
heavier than expected; and the wind may
be stronger, come from an unexpect-
ed direction, and add to the stress. If the
building code of the building is met, and
the owner has acted in a way than corre-
sponds to normal and prudent behaviour,
things tend to end well without damage.
However, unexpected things may happen
and cause damage, for which insurance
will provide cover.

What may the consequences be if you
fail to be aware of the responsibility to
unload snow?

Apart from the fact that people may be
injured, a lack of prudent unloading may
have consequences, and may result in a
reduction in the insurance settlement.

Prepare and monitor
Beware of the risk. Snow load may lead
to the collapse of building structures, and
it poses a significant risk of damage to
both people and property. Monitor the
building and be aware of signs of over-
load. Use professionals to safely remove
snow load.

If damage still occurs, If is there to
help you! B

ODDMUND BLEIE
Oddmund.bleie@if.no
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CLIMATE: NATURAL HAZARDS

When the storm arrives

Severe storms and
hurricane seasons
seem to be more a
new normal than an
anomaly. To better
help clients, If has
developed new ways
to prepare for the
risks.

he 2017 Atlantic hur-

ricane season was hy-

peractive and extreme-

ly destructive, featur-

ing seventeen named

storms, with three of
them standing out particularly. Hur-
ricane Harvey was one of the costliest
tropical cyclones on record, inflicting
at least USD 125 billion in damage.
The hurricane caused severe human
suffering and property damage along
its path through the Caribbean Sea,
the Gulf of Mexico, and Texas, USA.
In the greater Houston metropolitan
area, catastrophic rainfall-triggered
flooding affected hundreds of thou-
sands of homes and displaced more
than 30,000 people.

The two other severe hurricanes in
2017 were Irma, which caused wide-
spread and catastrophic damage, par-
ticularly in the north-eastern Caribbean
and the Florida Keys, and Maria, a cat-
egory five hurricane on the Saffir-Simp-
son hurricane wind scale, regarded as
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the worst natural disaster on record in
Dominica and Puerto Rico.

With the 2018 season nearly behind
us, we have seen no signs of slowdown.
Florence, a powerful and long-lived
hurricane, hit the US East Coast in mid-
September as the sixth named storm of
the season, causing severe damage along
its path. Simultaneously, typhoon Man-
ghkut, recognised as the strongest of
the year, battered the Philippines, Hong
Kong, and mainland China.

There are not yet full estimates of the
damage, but it seems to be clear that se-
vere storms and hurricane seasons are
more a new normal than an anomaly.

Continuous development

Even as hurricanes and other poten-
tial natural hazards develop around the
globe, If is not paralysed when it comes
to helping clients. We work hard to
warn and inform clients with property
locations in areas where major natural
disasters take place.

To better help clients, If has im-
proved its own processes during the
past year. We track the development of
major events throughout the world and
enable a better dialogue with our clients
about potential threats, and help them
take action if an event threatens or actu-
ally inflicts damage to their sites.

“We can now inform clients about
threats and help them avoid, mitigate,
and limit the consequences,” says Jan-
Erik Lagerwall, who is working on the
system to alert clients.

The coordinates for clients’ proper-

ty sites located in high-risk natural haz-
ard areas are entered into our systems,
which we use to track natural events
around the globe.

If closely monitors global informa-
tion on weather and natural disasters.
The obtained data is then processed and
compared with the information on cli-
ents’ facilities, enabling If immediate-
ly to get a picture of which If-insured
buildings are located in areas with a nat-
ural hazard risk.

“With Harvey, we could initially see
that there were 61 If-insured locations
in a radius of 250 km from the area
where the hurricane made landfall”;
Jan-Erik reports.

Better data and dialogue

The processed information is quickly
sent to the designated client manager to
inform them about the situation — for
example, how the hurricane is moving,
what areas it is expected to hit, what If-
insured property is in its path, and what
insured values are involved.

The client managers at If communi-
cate this information further to the cli-
ents’ risk managers and brokers to dis-
cuss actions, injuries, and damage.
Good communication and data process-
ing help If to reduce risks and damage
to the clients’ facilities.

Good preparation

However, this is just a small part of a
bigger picture. A large part of limiting
damage from natural hazards is done
prior to any event, by means of good



structural designs, good prepared-
ness routines, and good business
continuity planning. Part of the di-
alogue with the clients and affected
sites is the checklists that If risk engi-
neers have prepared for different sit-
uations, such as snowstorms, floods,
and windstorms.

“Good preparedness prior to and
quick mitigation actions after an event
are the key to limiting the damage
from any natural hazard”, says Philip
Preston, one of the flood experts at If.

“When we are able to warn our
customers in good time about ap-
proaching events, we might also help
the customers to take actions that ul-
timately can mitigate damage caused
to their property”, Jan-Erik Lager-
wall notes.

“The faster damage is attended to,
the greater chance there is to lim-
it the loss. Close dialogue between
If and the clients and brokers in the
event of a loss makes a great differ-
ence”, Jan-Erik concludes. M

FREDRIK HOLMQVIST
fredrik.-holmqvist@if.dk

IDA TUONONEN
ida.tuononen@if.fi
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SHORT NEWS

Your risks, globally

New features are now available in
If Login, giving If’s clients a global

overview of their risks.

f’s client portal If Login now

offers a global overview of

property and cargo risks — just

as it has offered an overview of

a client’s expats located around

the world. “The purpose of
the new If Login features is to pro-
vide a fast and simple way for our cli-
ents to get an overview of all of their
risks around the world,” Chief Product
Owner Kristofer Palm says.

Going into the world map in If
Login, clients can view cargo locations
and storage values along with property
locations, with the total sum insured,
property damage, and business inter-
ruption.

For cargo and property insurances,
all this information can be found on a

single site. Within this single site, there
is also a policy overview with detailed
local fronting partner information. If
Login provides the possibility to view
a specific policy, as well as all the loca-
tions covered on that local policy.

“We are working constantly to im-
prove If Login, and with these new fea-
tures, we meet our clients’ request to
get an easy overview of their global
risks”, Palm concludes. W

MARIANNE WIINBLAD
marianne.wiinblad @if.dk

IF’S RISK MANAGEMENT JOURNAL 2,/2018 17



SINCI mm

I-I OR

PROFFS

I

PA;

1

h |

Insurance - important
for unlikely risks, too

In the middle of the night a fire broke out at the premises of Horle Wire
AB. The fire raged for two hours before firefighting could commence.

t was after midnight on 21 Feb-
ruary 2018 the fire broke out in
an electrical cabinet, where com-
bustible gases accumulated and
were eventually combusted due to
an electrical spark. The fire then
spread to the adjacent ceiling. As the fire

broke out in the middle of the night, it is
estimated that the fire raged for some two
hours before firefighters arrived.

The fire broke out in the production
hall. Once the fire had taken a grip on the
ceiling, the fire was difficult to extinguish.
The ensuing smouldering fire contin-
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ued for many days, and parts of the roof
had to be torn down to ensure that the
fire did not continue to spread over the
4000-square metre ceiling and roof.
From a risk perspective, the produc-
tion hall did not contain any dangerous
fire risks — not even to a trained risk engi-



Hérle Wire AB
quickly informed
staff, customers
and If of the
incident. CEO
Jesper Bundgaard
in the picture.

neer’s analytical eye. However, as an in-
surer, we know that fire is always a risk,
and this of course includes Horle’s pro-
duction hall.

Immediate actions taken

Already in the morning hours after the
fire broke out, If was on site to support
Horle. When an event such as the Horle
fire happens, the company and its em-
ployees are in a state of emergency. This
does not only concern the actual fire,
physical loss, and the inevitable business
interruption, but there are lots of other
concerns that must be dealt with:

What does the physical loss mean in
terms of how long the business interrup-
tion will be? How will this affect Horle’s
customers? Can some of the production
be maintained? Can some of the produc-

PHOTO: HORLE WIRE

Horle Wire AB

Horle Wire AB produces steel wire,
but not just any steel wire. This is
steel wire, and steel plates, for many
parts of industry. It is B2B, and types
of industries span from the energy
sector, to furniture (e.g. for a large
Swedish international furniture com-
pany), to the kitchen appliance in-
dustry, toys, coat hangers, and locks.
Many large international and nation-
al companies depend on deliveries
of the products that Hérle Wire AB
produces.

tion be done elsewhere? What does this
all mean for the employees of the com-

pany?

Large claims team

The many questions, high complexi-

ty, and thousands of decisions to take
require competence. If quickly set up

a large claims team to support Horle,
which is the best way of ensuring that the
right competencies are involved and fast
decisions are taken. The large claims team
consists of a chairperson and people with
the best experience and expertise for the
claim in question. In this case, a building
and construction expert, a machinery ex-
pert, and a business interruption expert
were part of the team. The If risk engi-
neer and underwriter were also included,
both of whom provided input in cover is-
sues and the risk itself.

The large claims
team investigates ques-
tions like: What can re-
alistically be expected?
Is a certain type of ma-
chinery still available
on the market? If not,
what do you do? Can
the business continue,
and if so, in what shape or form?

The large claims team meets with the
customer (which might at least be a
handful of people, possible including the
CEO, CFO, head of production, insur-
ance manager and risk manager) and the
broker. The team sets up and conducts
frequent meetings with all the stakehold-
ers responsible for the clean-up opera-
tion, building, repairs, reconstruction
management, evaluation of fire-damaged
machinery, and purchasing and procure-
ment of new machinery, and sets up dis-
cussions between the business interrup-
tion expert and the CFO regarding budg-
ets and the contribution margin. Discus-
sions are held with the customer and the
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“Io move things
forward it is
fundamental to
build trust.”

broker regarding possible coverage issues.
Discussions are also held with any oth-

er insurer that may cover other parts of
the business where insurance has been af-
fected because of the fire. These are just
some examples of the complex issues that
need to be tackled.

Shared goal

The number of stakeholders in a major
loss are many. Information flow and in-
formation sharing is a crucial part of han-
dling a complex loss. In the wake of an
incident of greater magnitude, there will
always inevitably be questions such as
who do you talk to and who can assist.
There will be issues with the property,
machinery, inventory, commodities, busi-
ness interruption, budgets and financials,
cash flow, customers, authorities, officials,
environmental issues, employees, unions
and so on. To ensure prompt communi-
cation to all, the large claim team needs
to be structured. To move things forward
it is fundamental to build trust. If always
work hard to be transparent and trust-
worthy. This is claims handling the way
we believe is most pragmatic for all par-
ties concerned.

Horle Wire AB quickly informed staff,
customers, and the general public of the
unfortunate incident, being clear as to
the current status and the next steps. By
being transparent, Horle not only man-
aged to keep employees informed and
give them encouragement that produc-
tion would eventually return to normal,
but Horle Wire AB also
remarkably managed
to keep most of their
customer base, as they
were reassured that de-
liveries of needed steel
products would be
maintained, and with-
in relatively short, have
a brand new modern
production facility.

Having insurance is, as one can see,
for unlikely risks, too. Having competent
claims experts, adjusters, and managers to
ensure trust and a good communication
flow is vital, as is having a shared goal:
getting the customer back on track with
their business as quickly as possible. H

TONY SCHRODER
tony.schroder@if.se
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LOSS PREVENTION
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Many logistics profes-
sionals do not have
sufficient knowledge
of the implications for
fire safety of changes
made to the way that
goods are stored in
warehouses. This
article provides some
insight into situations
to look out for.

fa fire starts at floor level in a stor-
age rack with goods in cardboard
boxes on wooden pallets, the
flames will reach some eight to ten
metres in height in about one min-
ute. The flames cannot get oxygen

VSRS

fire safety

N rack storage -:

from the cardboard boxes and stretch up-
wards in their quest for more oxygen. A
fire like this is impossible to put out with
a portable fire extinguisher, and would be
very difficult to control even for a pro-
fessional firefighter with a fire hose. Af-
ter this first minute, a good fire detection
installation with smoke detectors is like-
ly to have just barely detected the fire. If
the fire alarm signal is automatically trans-
mitted to a full-time fire brigade, they
will leave the fire station about one or
two minutes later. The time of their ar-
rival depends on the distance to the point
of alarm. During this time, the fire will
continue to grow. A well-designed wa-
ter sprinkler system will be activated with-
in one and a half to two minutes, and will
immediately start to control the fire long
before the fire brigade reaches the site.

Well-designed sprinkler system
It is a sprinkler system that follows a rec-
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ognised standard such as the European
standard EN 12845, and that is suited for
the type of materials stored, the configu-
ration in which these materials are pack-
aged and stored, and the building’s in-
side height and other installations in the
building.

What can go wrong?

There are many ways in which a change
can negatively affect the ability of the
sprinklers to control a fire. These can be
roughly grouped into changes in the se-
verity of the fire in the stored materi-

al, obstructions that prevent water from
the sprinklers from reaching the fire, and
changes to the storage configuration.

1. Changes in the products

The automotive industry today uses
many more combustible materials than

it did 10-20 years ago. As you introduce
more plastic components, and in particu-
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lar more components made of expand-
ed plastics, the fire risk of the goods in-
creases, and the original sprinkler design
may not be sufficient. Other examples of
an increased fire hazard are the introduc-
tion of electronics in ventilation systems
and the changeover in hygienic absorbing
products from cellulose-based materials
to super-absorbent polymers.

2. Changes in packaging

Plastic pallets are used instead of wooden
pallets more and more often, for different
reasons. The use of plastic pallets increas-
es the amount of plastic in a pallet load,
which in most cases results in a need for a
higher sprinkler design. In the NFPA 13
standard from the USA, a distinction is
made between certified plastic pallets in-
creasing the sprinkler design by one step,
and non-certified plastic pallets increasing
it by two steps. Certified pallets are not
common in the European market, which
is why a change of pallet type could make
a large difference if
NEFPA 13 is followed.

Sprinkler protection
of products in card-
board boxes is fairly
easy, since the first ac-
tivated sprinkler will be
able to pre-wet box-
es that are not yet on
fire. Introducing plastic
foil wrapping of a pal-
let of cardboard boxes
will, in all sprinkler standards, result in an
increased classification, requiring a high-
er sprinkler design because water can no
longer pre-wet pallet loads.

Sensitive products and components
are often packed in cut-out protective
packaging made of expanded plastics or
wrapped in such material. The hazard
classification of a pallet is determined by
the volume percentage of expanded plas-
tics. The critical volume percentages are
lower than 5%, between 5-25%, between
25-40%, and above 40%. Changes in the
type of packaging may result in a higher
classification.

An important factor for a sprinkler sys-
tem is that water is able to flow over the
outside of each pallet. This means that
ESFR (Early Suppression Fast Response)
sprinkler designs, with sprinklers at the
ceiling only, do not allow the use of so-
called open-top containers, which collect
the water, or pallets that allow the water to
flow through the pallet load and not over
the pallets sides, such as SRS plastic trays
used in the food retail business. Lower
storage heights or in-rack sprinkler installa-
tions are the only solutions in these cases.

A well-designed
water sprinkler
system will be

activated within
15—2 minutes.”

3. Obstructions to sprinkler water
In a rack, the water must be able to reach
all the sides of a pallet at all levels of the
storage rack. There must therefore be
enough space at either side of pallets
standing on the same beam, and between
two rows of storage racks, back to back.
This opening is called the flue space, and
the minimum width varies from zero to
15 centimetres, depending on what sprin-
kler standard is used and what the stor-
age height is. It is important that fork-
lift truck operators understand the impor-
tance of the flue space and that rack ar-
rangements are designed to allow enough
space between pallets. An increase in stor-
age height can result in a need to move
the storage racks away from each other to
allow for a flue space back to back.

Some companies use pallets that are
larger than EUR pallets. If dynamic stor-
age locations are used, this allows great-
er logistical freedom, such as enabling a
beam to hold either three EUR pallets or
two wider pallets, but
this may destroy the
vertical continuity of
the flue space, allowing
water to reach all the
way down into the stor-
age rack. Having stor-
age locations for wide
pallets only at the bot-
tom of the rack would
improve the situation.

All sprinklers are sen-
sitive to obstructions to the water spray
pattern from the sprinkler head. New ob-
structions can typically arise when chang-
es are made to utilities, such as ventilation
systems, new light fittings, and so on.
Use your contact net to verify whether or
not the intended solutions are compatible
with the fire protection.

4. Changes to configurations

The introduction of solid shelves could
also be seen as an example of an obstruc-
tion. Each standard has separate design
requirements for solid shelves. There are,
however, some loopholes that can be
used if you know how to adopt them. For
example, NFPA 13 says that solid shelves
up to 1.9 m2, or where the shelf design is
more than 50% open, are defined as open
racks.

If a change-over is made from free-
standing storage to rack storage, there
may be a need for a higher sprinkler de-
sign. This needs to be determined based
on information about the goods and the
storage height.

A lowered storage height may also be
an issue. The sprinkler standards make

a distinction between the protection of
production areas and of storage areas. In
the standards, for storage areas, the maxi-
mum distance between the top of storage
and the sprinklers is 4—6 metres. If the
distance is greater, there are ways to com-
pensate for this. With a high distance,
there is a risk that the fire may spread too
far horizontally before the sprinklers are
activated, possibly overtaxing the sprin-
kler design area.

In-rack sprinklers are sensitive to
changes in the height of the beams in the
storage racks. In the worst case, the dis-
tribution of water from the sprinklers can
be obstructed by the new position of the
beams.

5. Compact storage

The use of compact storage systems, in
which components are kept in plastic
boxes that are stored and retrieved auto-
matically, is becoming increasingly com-
mon. It should be noted that this type
of storage system is very difficult to pro-
tect with water sprinklers unless designed
for this purpose from the start. Before de-
ciding on such a system, identify how the
store can be protected using either a so-
lution from a sprinkler standard or a so-
lution that has been tested by the store
manufacturer.

Managing safely

Try to understand what types of changes
may affect the sprinkler installation. De-
velop a network of good advisers, such as
your insurance company, sprinkler con-
tractors, or consultants. It is costly to in-
stall a sprinkler system, and any chang-

es afterwards will cost additional mon-

ey and disturb operations. Try to fore-
see changes in production and logistical
decisions as far into the future as possi-
ble. Do not always install sprinklers exact-
ly to suit today’s operations, as designing
for a higher level from the start may be a
low cost compared to making changes af-
terwards. M

SOREN ISAKSSON
soren.isaksson@if.se

IF’S RISK MANAGEMENT JOURNAL 2,/2018 21



LOSS PREVENTION

European

sprinkler news

It's an interesting time for sprinklers. New standards and

major revisions are in preparation, technical innovations

are making sprinklers more cost-effective, new research is

strengthening the case for fitting sprinklers in buildings,
and politicians are calling for their wider use.

artly thanks to the

work of the Europe-

an Fire Sprinkler Net-
work, EFSN, residen-
tial sprinklers are gain-
ing considerable atten-
tion from fire safety regulators in many
countries. Before they can require res-
idential sprinkler systems in buildings,
regulators need a reference standard.
Some European countries have already
published a national design, installation,
and maintenance standard, but most
have not. The EFSN therefore led ef-
forts to draft a standard and EN 16925
has now been published. It will soon be
followed by EN 12259-14, the new Eu-
ropean component standard for resi-
dential sprinklers, which is now out for
a second CEN enquiry (comment) and
should be published next year.
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EN 12845, the design, installation,
and maintenance standard for commer-
cial and industrial risk protection, was
first published in 2004 with a first revi-
sion in 2015. The first draft for the sec-
ond revision is expected in mid-2019.
This will introduce many changes, first-
ly to align the standard with the se-
quential process in a project, secondly
to simplify the standard by reducing the
number of design options, and thirdly
to introduce flexibility so that larger or-
ifice sprinklers and new conceptual de-
signs can comply with the standard. As
part of these changes, CEN is working
on EN 12259-13, a standard for sprin-
kler pump sets, for which a first draft is
also expected next year. This pump set
installation standard will be referenced
in EN 12845, which will no longer ad-
dress sprinkler pumps in such detail. EN

12259-13 itself will refer to EN 12259-
12, a standard for fire sprinkler pumps
long in preparation, for which we also
expect to see a first draft in 2019.
Meanwhile EN 12259-9, a component
standard for deluge valves, has passed
the CEN formal vote but needs some
amendments before it can be published
in the EU’s Official Journal and used
for CE marking.

Water mist systems are increasingly
being offered as an alternative to sprin-
kler systems. To ensure that these sys-
tems work as intended, we need strict
quality assurance schemes, based on
standards. CEN is therefore developing
water mist standards with EN 14972
a water mist system design and installa-
tion standard, expected to be published
next year. To complement this, CEN is
also drafting component standards and



fire test protocols for different applica-
tions.

For at least the past decade, most
of the research effort among sprinkler
manufacturers has been aimed at stor-
age risks. Today, innovative products
and design concepts can protect more
challenging materials and new stor-
age configurations. A more recent area
of interest is corrosion protection, with
field experience spurring demand for
improvements, especially for dry sys-
tems. There is also considerable interest
in using web services to improve main-
tenance and reduce its costs.

Large, well-run companies employ
experts, often in-house, to think about
what must be done to protect the busi-
ness from fire loss. These companies
usually want sprinklers. Unfortunate-
ly, small and medium-sized companies
tend not to be so aware of fire, nor of
the best way to protect themselves from
it. This lack of awareness also applies
to those responsible for non-commer-
cial buildings, and so most buildings are
only protected with sprinklers if regula-
tions require it. To support changes in
regulations, the EFSN and its partners
have commissioned research:

e Cost-benefit analyses that show there

is a financial case for fitting sprinklers

in buildings

The rate of heat release over the du-

ration of a sprinklered fire, showing

that an assumption of steady state in

sprinkler activation is over-conserv-

ative

e Analysis of structural stability of

buildings with unprotected steel and

sprinklers, compared to concrete

structures when exposed to fire

The ability of sprinklers to improve

means of escape from fires

e The reliability of sprinklers and their
effectiveness on real fires

e The impact of fitting sprinklers on
employment and government taxes

Today, most countries require sprinklers
in high-rise buildings and large shops.
Many also require sprinklers in large
warehouses, large factories, and under-
ground car parks. A growing number of
countries are also seeing sprinklers fit-
ted in hospitals and care homes, with
many care homes being retrofitted. Per-
haps the most dramatic development is
to see sprinklers in homes, with sprin-
klers now fitted in all new apartments

European Fire
Sprinkler Network

Set up in 2002, the EFSN works
at a national level or with nation-
al organisations in many Europe-
an countries, to promote the wid-
er use of sprinkler systems. Over
100 members from 18 countries
share a common interest in see-
ing an improvement in fire safe-
ty across Europe through the wid-
er use of sprinklers. If P&C is one of
our members. Our campaigns are
tailored to each country and run by
a local person. We work with regu-
lators, fire chiefs, consultants, and
anyone who influences the process.
In some countries, we also engage
with politicians. Since we began, we
estimate that sprinkler usage in Eu-
rope has grown by 70%, based on
the number of sprinklers installed.
We hold a major conference eve-
ry two years and a seminar in be-
tween. Our next seminar, for which
we are expecting about 200 dele-
gates, will be held in Madrid on 27
March 2019.

in Norway and in a large proportion in

Sweden and the UK. Since 2016, Wales
in the UK has required sprinklers in all

new housing.

In the past, most sprinkler systems
were installed because of direct pressure
from insurers. Today, regulations are the
key driver, although insurers have often
been influential in their
drafting. This year has
seen new requirements
to fit sprinklers in
large underground car
parks in Belgium and
France. In Finland, a
new building fire-safe-

“Innovative
products and
design concepts
can protect more

in buildings. A clarification of the existing
regulatory guidance for England is com-
plete and will form the basis for a techni-
cal review of that guidance. We are hope-
ful that this will lead to more require-
ments to fit sprinklers in buildings. But
the market is not waiting — local coun-
cils have announced they will retrofit over
1,000 social housing buildings, and ma-
jor developers are voluntarily fitting sprin-
Klers in new low and mid-rise apartments.
Meanwhile in Scotland, a private mem-
ber’s bill has led to a proposal from the
Scottish Government to mandate the fit-
ting of sprinklers in all new apartments
and in existing social housing.

Elsewhere in Europe, Irish regula-
tory guidance is already under review,
but the process was interrupted follow-
ing the Grenfell Tower disaster. France
is working on a deregulation law that,
among other things, could introduce
flexibility in fire safety design, allow-
ing a fire-engineered approach (perhaps
with sprinklers) as an alternative to the
existing prescriptive regulations, few of
which call for sprinklers. Poland is re-
vising its regulations, and we have pro-
posed that the threshold areas to re-
quire sprinklers in commercial build-
ings be reduced. Looking ahead, we ex-
pect to see an increase across Europe in
sprinkler usage in healthcare occupan-
cies and in apartments, with small num-
bers of systems already installed in Bel-
gium, France, Germany, Italy, Spain,
and the Netherlands. In some coun-
tries, when build-
ing regulations are re-
vised we intend to ad-
vocate smaller thresh-
old fire compartment
areas for sprinklers
in commercial build-
ings and lower height

ty code introduced C h (l [ ’ erl pl rl g thresholds in high-rise
limits on the fire com- mater [ d /g buildings. We hope to

partment area of build-
ings and enclosed car
parks without sprinklers, and increased
the list of 3-8 storey building occupan-
cies that may be built using a wooden
structure if sprinklers are fitted.

As with almost all fire tragedies, the
Grenfell Tower disaster looks mainly to
be influencing fire safety in the coun-
try where it occurred. In England, there
has already been a review of the system of
regulatory control, which is likely to lead
to changes in who is allowed to design,
install, and approve fire safety measures

be successful in all our
efforts, and in the fu-
ture, even more buildings will be pro-
tected with sprinklers, making them sat-
er from fire.

Watch this space! H

ALAN BRINSON
EFSN
alan@eurosprinkler.org
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INSURANCE TOOL

ent-méthod -

TAnsurance is an.effici

mitigatingth€¥isks‘associated with

any business. If P & C Insurance has,
together with Poyry Management
Consulting, developed a new calculation
tool to evaluate the replacement values of
each department of a sawmill.

ver the past decade, the
growth of Nordic soft-
wood sawmills has been
slow and steady in terms
of production volumes
in both Sweden and Fin-
land. The global recession hit the business
sector heavily more than ten years ago,
and it has taken a decade to return to the
same production volumes as the sawmills
had before. According to the Finnish asso-
ciations Metsiteollisuus ry (Finnish Forest
Industries) and Sahateollisuus ry (Finnish
Sawmills Association), the total produc-
tion of softwood sawn timber in Sweden

and in Finland in 2017 was approximate-
ly 30 million m3 per annum. The Swed-
ish sawmills accounted for approximate-
ly 2/3 of the total Nordic volume. Nor-
dic sawmills produced roughly 30 percent
of the sawn timber production in Europe
and, from a global perspective, Europe-
an sawmills produced almost one third of

the total amount of global softwood sawn
timber.

Correct insurance cover
Sawmills have typically been very sensi-
tive to fluctuations in the global econom-
ic market. Being an export-driven busi-
ness means that currency fluctuations,
the worldwide general economic situa-
tion, and the prices of local raw materials
have a strong impact on the sawmill busi-
ness. The construction industry is one of
the main end-users of sawn timber, and
therefore any change occurring in the
rate of construction is a major demand
driver for the sawmill business.
Market-related risks are not the only
types of risks that can stagnate a sawmill’s
business. Property damage or business in-
terruption losses are types of risks that
sawmills can protect themselves against
by implementing proper loss prevention
measures or by transferring the risks. In-
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surance is an essential part of any busi-
ness, as it transfers the risks and thus pro-
vides financial security for the insured.
The essential element of ensuring ade-
quate insurance cover is to select the ap-
propriate cover and to evaluate the sums
insured correctly.

In property insurance, the sums insured
are typically based on either the replace-
ment value, the first loss value, or the dai-
ly value of the property. The replacement
value means a financial value that is equiv-
alent to the cost of replacing the prop-
erty with the same kind of new proper-
ty. In other words, it is not same as the
book value, and therefore it should be in-
creased annually. This increase is often tak-
en into account by the use of building and
machinery cost indexes. If the property
is insured on a first loss value basis, then
the amount of the indemnification pay-
able in a loss situation is the same as the
agreed sums insured. If the insurance is



based on the daily value, then the proper-
ty is evaluated on the date of the loss, and
the amount of indemnification payable is
based on the actual value on the loss date.
Determining what the sums insured for
property insurance should be is not the
only important issue
to consider when se-
lecting and formu-
lating property in-
surance cover. Hav-
ing the correct cover
does not only refer to
the insurance word-
ing, but it also means
that the cover limits adequately reflect the
insured’s needs. In Business Interruption
insurance, the key elements to consid-
er are whether the amount of gross prof-
it and the required length of the indem-
nity period have been calculated correctly,
and whether the need to insure the varia-
ble wages has been recognized.

GETTY IMAGES

“Property losses
are typically
partial losses.”

Fire is still the most severe type of loss
in the sawmill industry in terms of paid
losses. According to If P&C Insurance’s
own claims statistics, 79% of the paid loss-
es over the past decade in sawmills were
caused by fires. There are also other sig-
nificant fire risks such as the further pro-
cessing of sawn timber and its by-prod-
ucts, namely the planing of the timber, as
well as the production of pellets.

With regard to property insurance, the
insured is always the party responsible for
providing the insurer with the sums in-
sured, either by themselves or with the as-
sistance of an insurance broker or valuator.
If the sums insured are too low or if the
cover is not sufficient, then in the event of
a loss, a situation arises in which underin-
surance exists. Property insurance policies
typically take underinsurance into account
by providing the insurance company with
the option to calculate the amount of in-
demnification to be paid based on the ra-
tio of the sums insured to the correct val-
ues of the new property. The claim settle-
ment will only be the same percentage val-
ue as the sums insured represent to the
correct value of the property.

Property losses are typically partial loss-
es, meaning that only a part of the in-
sured’s property is damaged. In a partial
loss, only part of the machine or machin-
ery line needs to be replaced. In these
types of losses, it is equally important
to a case of a total loss that the machin-
ery is insured on the basis of the up-to-
date replacement value of a new machine
or machinery line. This is because the
amount of indemnification to be paid will
be based on the sums insured. In other
words, if the insured has evaluated the in-
sured property to be 70% of the correct
replacement value, and therefore pays
only 70% of the premium, the amount of
indemnification will only be 70% of the
claim’s total value.

If the insured, after suffering a property
loss, receives only part of
the costs of the lost prop-
erty, it will have an im-
pact on the time needed
to replace the lost prop-
erty, as the insured needs
to source funds to be
able to pay the costs of
replacing that part of the
loss for which the insurance does not pro-
vide indemnification. This makes the re-
covery time longer than in an optimal sit-
uation.

Block valuation tool
To ensure that property insurance delivers
the desired risk transfer to insured saw-
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mills, in 2018 If P&C Insurance devel-
oped, together with Poyry Management
Consulting, a new calculation tool that
determines the sums insured based on the
replacement values of the buildings and
machinery. If P&C Insurance is a signifi-
cant forest industry insurer in the Nordic
countries and, since the 1980s, has suc-
cessfully used a similar tool for pulp and
paper mills.

Through the application of this new
tool, the insured will achieve several ben-
efits. As the sums insured are valued us-
ing the tool, If P&C Insurance will not
apply the underinsurance clauses. These
clauses could have reduced the amount
of indemnification paid to the insured,
if the sums insured had not be set at the
correct level. The client does not need to
worry about whether the values are in-
correct or do not reflect the current situa-
tion regarding the real value of the build-
ings and machinery. The use of the model
reduces the workload in the insured’s or-
ganisation, as the collection of the correct
insurance values is easier.

The valuation procedure consists of
three parts:

1. The preliminary collection of data, in
which the insured fills in the capaci-
ty data concerning the sawmill’s differ-
ent departments for continuous pro-
duction

2. An interview with a site tour

3. The reporting and use of the modelled
values in the insurance cover

Based on the daily production capacities,
meaning the maximum volume of pro-
duction during a continuous period of 24
hours for each department or production
line, the programme calculates the block
values as investment costs for a modern,
new plant or production department.

Once the valuation has been done for
the first time, it is simple and straightfor-
ward to bring the valuation up-to-date
prior to insurance renewal. M

SIRJA PAJARI
sirja.pajari@if.fi
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Claims analys I S@y+r
corporate traffic safety

Traffic safety

has been under
thorough research
for many years. Due
to continuously
evolving technology,
both car and traffic
system safety has
been and will be
improved.

Ithough technology
can help to remove
or avoid certain risks
in traffic, it can also
bring along several
new ones. For exam-
ple, navigation devices and applications
on mobile phones can help to find a des-
tination more smoothly, but can also se-
riously disturb the driver’s focus. Tech-
nology can help us to stay safe and release

some cognitive capacity to focus on traf-
fic. However, it can also distract the driv-
er’s attention fatally if it distracts the driv-
er’s attention at the wrong moment.
What happens between the car and the
driver is just one part of the story — traf-
fic safety is strongly affected by many ex-
ternal factors, such as weather conditions,
road maintenance, and other road users.
In fact, safety, just like risk, can have its
origins far before the driver even sets foot
in the car. For example, time, and espe-
cially a lack of'it, can be a strong contrib-
utory factor to accidents and incidents.

It can make us take risks intentionally, or
make us forget to identify and avoid risks.
Incidents relating to vehicles are a ma-

jor source of losses: there are over 100
000 claims per year in total in Finland
alone. A significant number of traffic ac-
cidents involve vehicles that are owned by
companies and/or used for business pur-
poses. Like any accidents and incidents,
these can also cause major costs for com-
panies, both directly and indirectly. Al-
though most accidents result in minor ve-
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Drove

hicle damage, the post-accident process-
es will at least cause some extra work and
loss of time.

Corporate traffic safety and loss pre-
vention of vehicle fleets is sometimes
touched indirectly in cargo and person-
nel risk management. There are also some
common topics in property risk manage-
ment, such as fire safety in pits with a ve-
hicle fleet. As traffic is a major risk for
personnel in any industry, it has some-
times also been touched as a part of per-
sonnel safety.

So far, corporate traffic safety and loss
prevention has mainly been up to com-
panies. As the interest in loss preven-
tion and safety promotion is common for
both the client companies and If, If has
started to look for ways to help the cli-
ent companies in promoting traffic safe-
ty and preventing losses relating to vehi-
cles and fleets.

Study of motor claims
In order to get a good overview of the
current typical factors behind corporate

GETTY IMAGES



clients’ claims statistics, Risk Management
Services Finland produced a Master’s the-
sis. The work was carried out at If in win-
ter 2017-spring 2018 to identify the main
factors that relate and contribute to typical
losses of insured vehicle fleets. The focus
of the study was solely on the motor insur-
ance of large corporate clients, and espe-
cially on the causes and contributing fac-
tors behind typical claims cases.

The study included an extensive litera-
ture review concerning the promotion of
traffic safety in companies. The research
included an analysis of If’s
motor insurance claims
statistics and an overview
of publicly available Finn-
ish traffic accident statis-
tics. The statistics were
analysed in different ways
with the aim of finding
out what kinds of factors
typically contribute to the traffic acci-
dents of If’s corporate clients. In order to
limit the number of cases adequately, the
claims analysis was focused on a group of
corporate clients with large fleets in the
years 2012-2017.

In addition to quantitative analyses,
the study involved semi-structured inter-
views that involved a group of long-term
experts working on motor insurance and
claims within If. The interviews had two
main aims: to chart the experts’ percep-
tions concerning the insurance company’s
ways of improving and supporting corpo-
rate traffic safety, and to chart client com-
panies’ current practices that influence
traffic safety and motor insurance claims.

Main findings

The literature review followed the five
pillars of road safety, as set by the World
Health Organization, WHO. The pil-
lars are targeted at decision-makers on

a national level to improve traffic safe-

ty around the world. The five pillars in-
clude: 1) road safety management, 2) saf-
er roads and mobility, 3) safer vehicles,
4) safer road users, and 5) post-crash re-
sponse. The literature review in this study
followed this classification.

The literature review confirmed the as-
sumption that although efforts to im-
prove traffic safety have been (and still
are) active and continuous, corporate
traffic safety and loss prevention in ve-
hicle fleets have been of minor interest
in comparison to traffic safety research
in general. Many of the related studies
have been conducted in Australia and the
United Kingdom.

The study involved an extensive statis-
tical analysis, conducted using an analy-

‘Multitasking
IS amajor
accident risk.”

sis of keywords, based mainly on accident
descriptions as written in claims notifica-
tions. A keyword analysis on the If statis-
tics revealed that the five most common
keywords or themes in the claims reports
included reversing, objects in the built
environment, human factors, turning,
and snow with slippery conditions.
According to the analysis, reversing ap-
peared to be the most common factor re-
lated to claims. In the statistics, reversing
was typically connected with objects in
the built environment, and “human fac-
tors”, which in this con-
text refers on a general
level to various defects in
the driver’s observation
and/or failure to con-
trol the vehicle. The high
number of cases involving
objects in the built envi-
ronment underlines how
urban areas are typical as accident scenes.
A major part of the study consisted of
interviews with If’s own experts in motor
insurance and related services. The inter-
views pointed out four key areas in cor-
porate traffic safety promotion, name-
ly: 1) drivers, 2) vehicles, 3) mobility, and
4) companies. Factors relating to “driv-
ers” include driver education, driving be-
haviour, and monitoring of drivers. “Ve-
hicles” relates to, for example, vehicle
maintenance, additional equipment and
technologies in the vehicles, and vehicle
types. “Mobility” includes various exter-
nal factors that can influence safety and
the smoothness of driving. Examples in-
clude route planning and the weather.
The fourth group, “companies”, refers to
company practices, including safety poli-
¢y, management support, choice of con-
tractors, and awareness of industry-specif-
ic factors that have an influence on safety.

Next steps

The outcomes of this study will be re-
fined and explored in greater detail. If
wants to support clients in traffic safety
promotion; the interest is shared when it
comes to loss prevention for vehicles and
fleets, not to mention saving lives. In the
case of corporate traffic safety, there are
various ways to promote it, as confirmed
in this study. Some ways can be targeted
at supervisors and management, to help
them identify points of safety promo-
tion during daily planning and manage-
ment. Other ways can be targeted at driv-
ers, such as training in safe driving. An in-
teresting area is helping the client com-
panies to identify and remove avoida-

ble traffic and vehicle fleet risks. This can
cover, for example, traffic and route plan-

Did you know?

* Braking distance from 8o km/h to
o km/h with 1 second reaction time
takes
- on dry road 50 meters and
3 seconds
- on snowy road 105 meters and
8 seconds
- on icy road 187 meters and
16 seconds
* With 2-3 seconds of reaction time,
an accident can still be avoided
with controlled stopping or bypass-
ing or straightening the slipping car.
* When driving, a single two-second
glance doubles the risk of an acci-
dent
- In a study it took on average 86
seconds to enter a full address
correctly to GPS using a touch
screen
* While increasing our driving expe-
rience, age lengthens our recov-
ery time between tasks, slow the re-
action times and narrow the visu-
al fields. This emphasizes the im-
portance of minimizing distractions
while driving, including devices that
are aiming to help us (such as navi-
gators and speech-controlled hands
free -equipment).
Multitasking, is a major accident
risk. It is impossible for the brain
to truly focus on two things at the
same time. Keep your eyes and
mind on the road!
Alcohol and different medications
can decrease alertness and reaction
times seriously also on the day af-
ter. The same applies to otherwise
impaired health condition, such as
even ordinary illnesses and sleeping
disorders. Truthful observation of
own health condition, alertness and
ability to perform well enough is of
focal importance in traffic safety.

Sources:

www.liikenneturva.fi

Hallinan J.T. 2009. Why we make mis-
takes. Broadway Books. New York.

ning, as well as loss prevention in pit are-
as. Risks to identify and avoid can include
schedules that are too tight, unsafe prac-
tices while driving, and the identification
of risky areas on routinely used routes.

SALLA LIND-KOHVAKKA
salla.lind-kohvakka@if.fi
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a company used to be

y its physical assets, but
of the value comes from
ike data, intellectual

technology.




n 1975, just 17 percent of the

market value of S&P 500 com-

panies was tied to intangible as-

sets. Today, the numbers have re-

versed: just 16 percent of value is

in physical assets; the rest comes
from intangibles.!

There has been significant growth in
the cyber insurance market in the past
few years, with 16 percent growth in
GWP from 2016 to 2017 and the esti-
mated size of the market to reach 20 bil-
lion in 2025.2 The main driver for cyber
insurance, especially in Europe, is
business interruption.

Additional complexi-
ty in managing cyber risks
comes not only from the f
new technologies being
adopted, but also from the
increased growth and so-
phistication of attacks orig-
inating from organised cy-
ber-criminals and nation-state
sponsored actors.!

We are seeing bigger and
more sophisticated cyber-attacks, such as
the big, global ransomware attacks Wan-
naCry and NotPetya in 2017. Consid-
ered to be the most devastating cyber-at-
tack to date, NotPetya hit many glob-
al industries and companies at the same
time, with several filing losses for more
than 100 million dollars.

The omnipresent risk
“Cyber risks touch clients from all indus-
tries, and companies of all sizes. Cyber is
an emerging area with
largely unknown loss-
es. There are lots of in-
cidents that have not
been reported, and al-
most 70 percent of
breaches take months
or longer to discover3”,
If Cyber Risk Engineer
Peter Granlund says.
Cyber-crime is largely
driven by financial mo-
tives®, making practically anyone a target.
Governments also play a critical role, as
cyber has emerged as an effective tool to
pressure, influence, and spy on foreign na-
tions — a weapon without going to war.
Opver the past ten years, state-spon-
sored attacks have been responsible for
one quarter of all cyber incidents3, not
only affecting public sector organisations
and critical infrastructure, but also sen-
sitive information in the private sector.
This trend shows no signs of decreasing,
but rather the opposite.

Peter Granlund,
Cyber Risk Engineer, If

“‘Cyber-crime is
largely driven by

financial motives,
making anyone

atarget.”

In all industry sectors, personal in-
formation (name and address, creden-
tials, payment and medical records) is the
number one data compromised in cyber
breaches.?

The good and bad technology
Companies from all industries are becom-
ing more and more dependent on differ-
ent and increasingly complex IT systems,
information, cloud computing, software,
sensors, smart devices, and artificial intel-
ligence, making them more vulnerable to
cyber-attacks.
32 percent of IToT (Industri-
al Internet of Things) devic-
es are connected directly to
the Internet, bypassing tra-
ditional IT security layers.®
“The planning for build-
ing these connected net-
works is not yet mature, and
where automation and IIoT
bring great possibilities, they
can also create risk exposures”,
Peter notes.

“Many organisations have started to
realise their cyber risks, but still often
choose operational efficiency and costs
over security, or do not spend sufficient
time thinking about cyber security, life-
time support, and budgets when incor-
porating these devices as part of the infra-
47 Peter says.
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Defence from collaboration

“No industry is safe from cyber risks, so
all industries need to find means to de-
velop resistance against
them. In nearly two-
thirds of organisations,
cyber risk is among the
top five risk manage-
ment priorities.! How-
ever, it should be top
five for everyone”, Pe-
ter says.

“We are beginning
to understand the risks
and the means to pro-
tect against them as we gather more data.
Cyber risks cannot be eliminated, but we
can prepare and mitigate the risks”, Pe-
ter continues.

The key to tackling the rapidly chang-
ing cyber risk environment is transparent
collaboration between organisations, in-
surers, and governments.

The new EU data protection regula-
tion, GDPR, requires all organisations
to report breaches on privacy to the au-
thorities, inform affected individuals, and
compensate them for damages.
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“With this new regulation in place, and
the increasing number of cyber-attacks,
combined with privacy information be-
ing the most affected in data breaches, I
think 2018 is the year we will start to see
a sharp increase in financial losses among
organisations experiencing cyber-attacks”,
Peter continues.

On the positive side of GDPR, the
authorities have the potential to pro-
vide new and wider information on the
number and consequences of cyber inci-
dents, which both organisations and in-
surance companies can use to manage
this risk.

This could enable the cyber insurance
market to better understand this new,
complex, and unpredictable risk. This,
along with the capability to calculate and
price risks, can provide more financial ca-
pacity to the market.

“In the end, the key is to manage cy-
ber risks together. It is neither practical-
ly nor financially feasible for organisations
to implement technical and organisa-
tional security controls that protect them
100 percent. Cyber insurance solutions
will play a vital role in protecting organ-
isations’ intangible assets”, Peter con-
cludes. |
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Sawmill industry
and wood-based
panels industry
textbooks released

ew textbooks have been
released to sustain and
strengthen competence
in the wood product
industry. Wood-Based
Panels Industry and
Sawmill Industry are new textbooks cov-
ering the wood value chain from the for-
est to wood-based panel products and
timber, and further to the customers. The
initiative was launched and coordinated
by the Finnish Woodworking Engineers
Association. The work was launched in
2016, and the release of two industry-
specific books in different versions is be-
ing finalised this year. The books are in-
tended especially for educational purpos-
es, but they also provide detailed techni-
cal information concerning the sawmill
industry for companies in the field.

The writers of the book are experts in
the wood-based panels and sawmill in-

dustries, having worked for a long time

in their respective fields of expertise, ac-
quiring a wide perspective on the topics
in Finland and abroad. The books have
been written in cooperation with sever-

al authors representing different compa-
nies operating in the woodworking indus-
try. The contributors represent, for exam-

ple, machine manufacturers, wood prod-
uct manufacturers, and research. An im-
portant contribution has been provided
by If’s Risk Management Services: two
experts with a focus on If’s forest indus-
try clients, risk engineer Veli-Matti Korte-
lainen and EB specialist Salla Lind-Kohv-
akka, have written the chapters concern-
ing fire and occupational safety risk man-
agement.

The book Wood-based panels indus-
tryis divided into six parts: raw materials,
the plywood industry, the laminated ve-
neer lumber (LVL) industry, the particle
board industry, other wood-based panels,
and other issues in the wood-based pan-
els industry.

The book Sawmill Industry is divided
into 14 chapters starting from the history
of sawmilling in Finland. There are chap-
ters about the wood procurement, the
phases of the timber manufacturing, qual-
ity control and certification, maintenance,
safety, marketing and sales, ICT systems,
further processing and challenges and vi-
sion of the future.

Together, the books create an image of
the modern wood-based panels and saw-
mill industries from both the technical
and economics points of view. In gener-
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al, the books highlight the significance of
the industries for the national economy,
including the significance of related tech-
nologies, products, and markets.
Wood-Based Panels Industry is pub-
lished in English and Finnish, and Saw
mill Industry is published in Finnish and
will soon be published in English, too.
In addition, there are e-book versions of
both these books. The books are available
in Puuteollisuuskirjat.fi. For If’s clients,
the e-learning materials will be linked to
the Risk Management Library, available
through If Login. Further information
is also available from the Finnish Wood-
working Engineers Association stmy.fi. ll
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Blockchain is changing
the business risks

There is plenty of hype around blockchain tech-
nology, which is a concept having the potential to
change business processes, enable new business-
es, and even revolutionize the world economy. Ac-
cording to a recent study by Juniper Research
nearly two-thirds of large businesses are looking to
deploy new blockchain projects.

Blockchain is a digital-age technology to trans-
form business models. In short, it enables the cre-
ation of a secure distributed ledger to certify own-
ership and keep records of transactions. This is
achieved without the involvement of trusted third
parties, such as banks, in money transfers between
two parties. It functions in the spirit of a platform-
based sharing economy. Information is secured,
with many computers connected to each other
through the Internet. Any kind of information can
be stored, such as text and pictures, not just of-
ficial records or transactions. It has an impact on
businesses from insurance to industrial manage-
ment, and from public records to voting. There
are many ongoing projects, mostly private inside a
large company or a group rather than public, to test
the opportunities.

Blockchain is expected to disrupt business with
its ability to connect parties peer-to-peer without
dependence on one central source, guaranteeing
symmetrical information for everyone and reducing
monopoly advantages. The most widespread appli-
cation so far has been cryptocurrency, like Bitcoin,
enabling payments independently from established
financial operators. There is, however, still work to

do before speculative cryptocurrencies established
only between owners threaten the banks.

Another application is to use smart contracts to
conclude the task automatically, like buying a soft
drink from a vending machine. Blockchain makes
it possible to use smart contracts in any business,
based on numerous contracts. The contracting
rules must be objective and clear, but then the re-
sult is achieved right away and without any further
paperwork. For these smart contracts to operate
reliably, new requirements are set for the quality of
the original information fed into the system.

The technology is still at a stage in which plen-
ty of exploring and development needs to be done.
The USA and China are the most advanced coun-
tries in this development. Cyber risks are, of course,
relevant. But it is strongly believed that it is not pos-
sible to break the actual blockchain encryption; all
the other entities around it are more vulnerable. For
business owners, the open and transparent informa-
tion available to clients means very high-quality op-
erating models, such as for pricing and analytics, are
needed to survive. The regulatory status of the ap-
plications is still highly uncertain. B
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“I'he Nordic area is looking into energdy.
and renewables with an intense focus.”
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